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EF T (Quantum Cryptography)

tAaREFEBF

EE
ETFEBEF (Quantum Cryptography) 2% B2 Fit 81 (Quantum computers) R#HITEILFERIEX
IfE

- EFiHEN (Quantum Computers): FEF4IE (Quantum physics) A FITEESHITEN.
- BEFEE S (Quantum Cryptanalysis): fi5TE Fit B 42 BB 2 1R A FI R0,
- RIITHE: HRESHAE FHRRAER L AR HIRN R 2 EIR?

EFII2 (Quantum Physics) &l

- MEM “EFH” (Quantised): VRN EEEFVIEEREHN, FRELEMN. BEFUMA KNF
(photons) HEEEEE EF (quanta) FER R ITREE,
- &N (Superposition): EHEILNFE, FEFHFELREY (WBNE) BAHERN, RIMAHZSHIRER
“BIN7, BN, —NEFHERAUE ‘L7, HaIUE ‘T, EEURERNE ‘LT,
- iB#F (Decoherence): HEMBHEFRASHELEHEEIER (FI0HEIIN) B, BFE “i3
48" Bl—MRENE RS,
- EFILHF (Qubits):
- 28Lb4F (Classical Bits) 2EER 02X 1o
- 2FLE4F (Qubits) AIAZ 0. 1, 3¢& 0 1 1 NSNS,

RRERFHERS N
BMNZaFINERFEEERTERNBFR, 552 RREI (near one-way functions).

RKRHERITE (NE) BREZ.
TEE/xﬁ%"%HEI’JTﬁ/R"F, FEtE (%) FEEEYE.
He MR T:
- HE _EEYEARE (Computational Intractability): FRZBMITEEREE X,
- BIKE: RENREAENLENESHERAKENENMaRIEK,
- K¥SEME (Difficulty of Factoring): XE2IMARFZMEAE (W1 RSA) AIZD


https://www.nite07.com/posts/computer-and-network-security/week-13/index.pdf

SEERE (Perfect Secrecy)

—R{E#F94 (One-Time Pad, OTP): X2 —MIRi0_ T AWM E. EERA—RER
—REFENER (FEE) s 2HTNE,

- &R (Shannon) 7£ 1949 FiFE T HRRFRFH,

- (A RANHGETNARESMIEX N R BB AN RIEHFRAERS.

EFEEF IR RS

- BZBH8: i Brassard 1 Bennett F 1984 FEXIRH , EFERFIRME T —MERBENIEF (single
photons) k&L £Fm—REHEIEA (BIZEH) WAE.

- BIREN: EEBRITR ([N, BiXSHER) BSAFHEFRE/RTHEIS NI,

- RFENE: ZHATUETMBERRP R EIERENIERE K.

BINENEFER
1. FE#% (Randomness)

- HENEMERERENE, RAT&#HTEENEZX (fixed algorithm),
- EFYIEFALSCIIERYMYE, Fln:
- EFiB#8F (Quantum Decoherence): EFERESIFEAREEAMAESHETY, X
2 2RENEY.
- RFEFEERBLERIITH.
- EF#E (Quantum Fluctuations): {40, WAFILEILKF (ANU) NEFHRENEE R
28 (QRNG),

2. AE¥EH (Irreversibility)

- BRg B ERNNHFELENFAER 1 3 1 #Eo

- BIMERANRELMERARE: FIARBERRES, ERRVOBERTEHBEVIEER
o KNHIEBEMD SRS ER L.

- EEFYIEREFED, BATTLURMINMEKEL (observer effect): — T FTEMSHARSESN
MWEREERRE, SPET—TE—HHMES. XMIRZARAER,

EPR £4EFN:EFEEAY%E

- BFUE (EPR Entanglement): EXERD (HZ1) UEHNHFE2—NEE, BMEEREZ, —
MIFHIRESEUREFZMIB—MF, e EFNEEFERTA"
- REEIALGE (Wavefunction Collapse): XZHNTNEZNXBER, ©MGE— 1 —RIEMN “BiF0
$Ait” (one-time lock/key), —BEREWNEH A%, ML ERIRIERNEMS.

EFFH % (Quantum Key Distribution, QKD)
QKD BB tr2iL Alice #1 Bob BEMERHAHREZE—NLLWNEH, FNELINEMEITE Eve NETE,
Z2EEMNERUTARXEX:
Ap=I,p—1Ig
Hrp:

. 1, 2 Alice FI Bob 2 jB1A] LUAR —BR#g3E 1z
4

3 B&,
I, BR2ERITHRREENE= (Eve) AIRERBMNEAREREE,
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— QKD &K EAIEETS

1. THMEEESEURS [, 9 ER,
2. ST Alice #1 Bob Z [B] = HE B ##1T1E (reconcile)o
3. RIHRENR2ER (BH).

QKD HyFfheRY
FEHHTMA: HHIE QKD (DV-QKD) FNIELZS 8 QKD (CV-QKD),

S1kd E#EE QKD (DV-QKD) T E QKD (CV-QKD)

i BT | BRAETES SSIARINE R ERT

g BYCFIRMER FTEFNEE (Homodyne detectors)
E#TE QKD (DV-QKD)

X

TRZHM QKD thiY, HFF7 BB84 thil.

BOPE:

1. Alice BYE®R:
+ Alice &R —EBRENLLLSF (0 3% 1),
+ Alice £/— 1 EHBEFT (basis sequence), FISNE + (HLE) # x (WAE),
2. Alice FY&%:
© WFENEEE, Alice IRIBXMNAE, F—MEFMHIR (polarised) FRZEHE, 5190, FELZ
H+, 0 WRKTERIR <, 1 WNERRR O
3. Bob BYiEUY:
- Bob RHIE Alice A8 MEFEEFETHANE, FRUtAS MR FEINER—ME (+ 3
x) HTNE,
4, DT
- BELRG, Alice #l Bob @id— M RAFEE (FHRERE, BEFEINE) IRt E14 L
HEREENEFY.
- ITRBILWNSER T HRBEETNEMAENELEE, EFERN, XERE TR
IR T H=Z%A,

5. BIMRIE:
© R Eve EBi=HHWENRF, bERFTA—1T &, RIBEEFHFNEE, BOVETHE
KT N FRIFIRIRE,
* 3 Alice # Bob [ERXM—/NE D RBHBAHAITLEXNE, MRLXMBRXZES, MEKESR
BINEEFE.

- U5 Alice #1 Bob BEBISIEHULEI B, IBAZIHINATILIRIPEIAKE (Man-in-the-
Middle, MITM),

SCAtE:

- TIBEESESREK, M 1989 FMY 32 EXAEEIMENLY 200 R E,
- BMRAREE. LME%E, HEFRERIFMEL2R, WIAME (authentication) 1 HFER
(digital signatures) &,



EHTE QKD (CV-QKD)

CV-QKD ERENMHARFITEFERERE, MABEMNTF. TETNENIFHNIESZ S E (quadrature),
W¥RME (amplitude) FI4B1IL (phase) RZRLE S

ReE:

- EEMENSRNE.

- ATLUER RIS (off-the-shelf components),
- SMENFBENERE.

- AAULNERNEREREE,

HFIRE HE
Aotes BB ETRE!

HEE AT >40 GHz
Bwlgs  AIAHE 10GHz

H/RE:Z (Shor sAlgorithm)

- X2 Peter Shor 7£ 1994 FiREN—1EFHE,
 #abIhEE: Shor' s Algorithm RIE ST MEIRBE Rt 2 ARt EE#IIEE.
- EXE: EAKETAESBEBRMIEENESHIAERBRE, B EHREFITENAK
. XEE:
- RSA
- DSA (BFEREE)
- Diffie-Hellman Z$A3cik
El Gamal
ECC (W5 EIpLLZ 8 %)
- EERT: —XEEBE (OTP) MARREM. HTA? AR OTP NREMFARMTEAItEE R
MR, MeEETFEHNERIMM—REFER,

THETESSEERE

AEl 1: FREERREENEFEEFEELT2MRE LNEERXEIZMHA? (Question 1: Explain
the fundamental difference between classical cryptography and quantum cryptography in
terms of their security assurance.)

SEER (P): FRFIEF (W RSA) NEE2MTEAT T HEEREME., cRISHFLEEBNITE
RENESENNENBRENRERT (FIMNMARDHR) . XMLLUEZERMEN, B EITEEE
RA (MNEFHENNEI) SFMBEENLAMMHEEE, EFZEF (0 QKD) NEREMNETIEE
HEPER, HEREFHFERE (NFBEMREBNINERL) . ERAXMEFEENGRITATIT
PERMITIE TS, NMEBENA AR, XML ERHN, TR TITENEXEZE, FLE
BERBKALEH,

Reference Answer (EN): The security of classical cryptography (e.g., RSA) relies on computational
complexity problems. It assumes that an adversary lacks sufficient computational power to solve
a specific mathematical problem (like factoring large numbers) within a reasonable time. This se-
curity is conditional and can be compromised by advances in computing power (like the advent
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of quantum computers) or the discovery of new algorithms. In contrast, the security of quantum
cryptography (e.g., QKD) is based on the fundamental laws of physics, specifically the principles
of quantum mechanics (such as the uncertainty principle and the observer effect). Any attempt to
eavesdrop on the quantum channel inevitably disturbs the quantum states, which can be detected
by the communicating parties. This security is unconditional; it does not depend on computational
difficulty and is therefore theoretically secure indefinitely.

iAEd 2: 1A BB84 EFHEAN RIMNNIIERTE, HEBRTCWNFILMNEITE Eve N7F7E. (Question
2: Describe the working process of the BB84 Quantum Key Distribution protocol and explain
how it detects the presence of an eavesdropper, Eve.)

SEEE (h): BB34 MHNTIERENT:

1. %X (Alice): £p—HBFENLLE, HASMERENER—MRIRE (Fl0, EEE + AR
x)o ARIRIELAENNNAERFIEHRE—RTIELF

2. #W% (Bob): NIEWEINE MEFRENERE—TE (+3 x) #HITNE,

3. AWM Alice ] Bob BIQFHEE, AHMITABNINFERNERT], ERHNEER,

4. BERATEE: M VREBLINSEH T HEEMNEARAER, EFERN.

BIREMN: NRGIFE Eve RERZELF, MSFTHITNEA ERINER. ATNE, husFuEn—m»
e

© WIRMWBEXN TR, el R ERNISERERRIE—MMEENRATHEFL Bob, MAMRAM,.

- (B4 50% BUBIRIBHEE. WMRWIFE T (BIa0, Alice B +BRiX, Eve A xENE), RIFEEF
HE, WRINESNESFRRS. & BobBA +BEXMNEXMRAE THSEFRY, IFH 50% BY
HERSIHRNVER,

« &2, Alice ] Bob ZBEHHEX—EB 2 MEENEREITLL M. MNRELBEERFRIBERT, ]
RIERREZST 0% (EiELAT Eve NHMEFEHL 25% BIHIREK) , i ImeEERGITE
=1, HEFIRERNER,

Reference Answer (EN): The workflow of the BB84 protocol is as follows:

1. Sender (Alice): Generates a random bit string and, for each bit, randomly chooses a polariza-
tion basis (e.g., rectilinear + or diagonal x). She then prepares and sends a sequence of single
photons according to the bit values and corresponding bases.

2. Receiver (Bob): For each incoming photon, Bob randomly chooses a basis (+ or x) to perform
a measurement.

3. Public Sifting: Alice and Bob communicate over a public channel to announce the sequence
of bases they used for each photon, but not the measurement results.

4. Key Establishment: They keep the bits for which they used the same basis and discard the
rest. This forms the raw key.

Eavesdropper Detection: If an eavesdropper, Eve, tries to intercept the photons, she must measure
them to gain information. To do so, she also has to guess a basis.

+ If she guesses the basis correctly, she can obtain the correct bit value and re-transmit an iden-
tical photon to Bob without being detected.

+ However, she has a 50% chance of guessing the wrong basis. If she guesses incorrectly (e.g.,
Alice sends with + basis, Eve measures with x basis), her measurement will alter the photon’ s



state due to quantum principles. When Bob then measures this altered photon with the correct
+ basis, he will have a 50% chance of getting an incorrect result.

+ Ultimately, Alice and Bob will compare a random subset of their established key. If, in the ab-
sence of channel noise, they find an error rate significantly above 0% (theoretically, Eve’s eaves-
dropping introduces an error rate of about 25%), they can conclude that an eavesdropper is
present and will discard the key.

#i%8 3 (Exam Review)
HREIATHE

- EifBdiE): 2 /S YEETIE] + 10 S B IEET Al

- #Eiffs: FEEIR (CLOSED book exam), FAFERIEMIMEL
- RIFRE: FAIERENITESS.

- $R{E94¥): Gradescope MCQ B, 2 KETEH.

gt
ZREETNED, 25N, 2950 93
- A EB% - 1%3FRE (Multiple Choice) [1£ 20 9]

- H#H20, B 1579
- BRENIUIEATE Gradescope MCQ EREE L,
- AR P

* 6 @3KHE Weeks 1-7

* 14 BFE Weeks 8-13,

- B4 - EERE (Short answer question) [$£ 30 %3]

- H58, 58657,
- ERMNETIRES LIEENEBXIFEA.
- ABE D

* 2 @kB Weeks 1-7,

* 37K HE Weeks 8-13,

BRARYER

- Week 1: £ EAJEN (Basic Principles of Security), CIA =7t4H (CIA triad), # 2 ERREN (Kerck-
hoff’ s Principle), Z&M &K EE 4 (Properties of Secure Hash Functions), #ilii#E (Collision
Resistance)s

- Week 2: 5253514 (Ciphers and cryptanalysis), & B EZEE (COA, KPA, CCA), B
(Substitution Ciphers), #l##ZH5 (Caesar Cipher), 4% B (Vigenere Cipher), — R M4 2324
(OTP), (ARBHLE L5238 (PRNGS)o

- Week 3: 54A%5 (Block Ciphers), DES i&it/RIE, T{E#= = (modes of operation), ECB, CBC, OFB,

- Week 4: #ti¢ (Number theory), Diffie-Hellman ZZ$A35#2, RSA AERANZE

- Week 5: 3 RSA BYI i (Attacks on RSA), EF RSA BYEF & % (Digital Signatures), JAE (Authen-
tication), 285 (Passwords), ZHIIRIERA (Zero Knowledge Proofs),



- Week 6: Diffie-Hellman Fg] AZtds (MITM Attacks), {EIEBMEZHMH (Certificate Authorities)

R ASAEIE, SSL/TLS i R E K &,

- Week 7: Shamir #AZ = (Shamir Secret Sharing), &E Y (Commitment Protocols), a5 R

(Steganography), BF MLK & (Botnet Attacks).

- Week 9: X3RFEMLE (Blockchain Network), TfE=iEFH (Proof-of-Work), Xk R £ 5K,
- Week 10: &< (Software Security), Bell-Lapadula #22Y, £/ X i@ H KT (Buffer Overflow

Attacks) KA, %% (Race Conditions), BfjEIHE (Timing Attacks)o

- Week 11: L £ (Network Security), OSI 28, TCP/IP 12F, #IzI T (Spoofing Attack), 4

£& DoS Wi (SYN Flooding, Smurfing), DDoS, &iE&1#%F (Session Hijacking), #1334 (Port Scan-
ning), B5:A3& (Firewalls), ARP I, DNS Kifi, Web &2 (SQL 7N, XSS, CSRF),

« Week 12: T&Z S (Wireless Security), WEP, WPA/WPA2, i %4 (Hardware Security).
- Week 13: EFFHFZ (Quantum Cryptography), EFZH9 & (QKD), B/RE% (Shor’ s Algo-

rithm)o

HARE i $E15

- EEREEE,

- BEEREM. &5

- WHIRTEIREETIM B BONEEUEBHESTFES,

- AREEEEEERANERA SRR, EREFIHHL,

- ALAERIGFREBRBRNEERESR, ERFFEENEN.
- (FIRRE, HIEEERS, T2 TEXNER.

MBRRE EZS RS EH

ATHERYE &

1. B2tk ZiATREEERMRW LR MBI ZNEFZRENREXG, LHEAEZSMHNERM
(tEEZE vs. MIEER) .

2. il RER: FTRESERIFMAERE— QKD thi¥, 40 BB84, FHiRAEIMNMEAMGIAE. X220
e

3. MPHR: Shor sAlgorithm B— PN EEEEME S, FIRERRTEMUERBAR (1552 RSA)
e, URAHAL OTP XENARARSHENM,

4. (RERS M. FIRESERELEL DV-QKD #1 CV-QKD I ER =6
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