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RESMERSE (Software & Network Security)

REFRFRigit (Design of a Secure System)
RITRERFEEXRAETNR FHEE:

1. FEMHERIE (Threat Model): #TRIRETZTERINR,
2. R (Security Policy): EAfZ L4 SELMA BT,
3. REMF (Security Mechanisms): INEISSHEX LR 25K,

R RFNZITHEEFAZIRIT (Ring Design) RN :

© BIHREABEXRBENREREM,
© B EFESBEREIR,.
- BERGIFZENRE, RFARERNREHE, IMFHRSHRE,

SR (ER ST (Example: Trusted Operating System)
— AR IER S (Trusted Operating System) BYEREY 43 B 45H

- Bk (Hardware) (RRE)

- RELMH (Security Kernel)

- {2{ER4 (Operating System)

- FAPFA1ER (User Applications) (RIMNE)

Hef, B KERBNRFRGED MR T WISt HEE (Trusted Computing Base, TCB). TCB f3%k
SSHEITRSRARHRN.

Bell-LaPadula %8¢

Bell-LaPadula iR R EEEMNBIRMIBEL 2 HF = FLRBERD, H#HiIfA “%RkE £ (Multilevel Security,
MLS)” &%, ZIREEXTHRITEENTLEM:

1. EiARLEM (Simple Security Property) (NRU - No Read Up):

© (EAHEIEETEEIRENE SR HEIE,
- fl40: BB W (Secret)” NIRMARIBEMLAEEIREN “4% (Top-Secret)” XfH,


https://www.nite07.com/posts/computer-and-network-security/week-10/index.pdf

2. ESEt¥ (*-Property) (NWD - No Write Down):

o EEAHREHFEER ERELSS NEIE.
- BE0: BB W (Secret)” NRHNRIEBZWLAEEN “AFF (Public)” X4,

pafk{Zi (Covert Channels)

Bell-LaPadula #£ & S7£[A L B E R EIAIEMIRMN EAHITERS. A, FE—NEZ: BRIRISE (Covert
Channels), El&Z2REHITERQLNEIRBERE,

Tl SX$ERE (File Locking)

.« PR EFIAE D EM AR — Do
© ERREMCE L4 BIERTS.
- BIFEP IR, ZMGURTEEEE 1000 LU/ EIEHESE,

RLVFE: 8B (The Orange Book)

AIME It EN R SREGEN (Trusted Computer Systems Evaluation Criteria, TCSEC), HEEERHER
F 1979 Tk, B “BEH, EBILT —EITBENRALTSHINTREAR:

- D&&: F/FIA (Minimal protection), EARZHRA LURELILITR,

- Cl&k: BHERLRIA (Discretionary security protection), P A UEZALZENE,
- C2Rk: BiFiHiRFIA (Controlled access protection), 1={HEET AP HIERF,

- B1l4k: 12K L2RIP (Labeled protection), EMNWREEITE,

- B24k: £13{LIRIP (Structured protection), EEHITE ZHIRERFIRIRIGIE,

- B34k: K24 (Security domains), EIRUWHNIRIERAIGIT, BWHNL 2K,

- Al%%: BIRiEigit (Verified design), 23 LIRIEM ARSIt

He, CERBERP, BERENEFIRF, ARHBIGERE,

hd

% REZRIZEEIR (Common Programming Mistakes)
FLRERARETENNREEZEIR:

. FERERYISITIERR/RI& (Poor design choices / assumptions)

- REEEAPRENEA (Failing to check user supplied input)

- EMEXEE (Buffer overflows)

- FIEFARIBPRZRBIFIBRE (Incorrect levels and separation of privileges)

. AIFINIAYFEMERSRR (Predictable sources of randomness)

- FEEAEHAIRE (Poor default settings)

- FERERVEEIRT (Poor failure modes)

« F7EHBME (Insufficient testing)

- KREEZERIPHIZEISE (Failure to protect secrets properly)

- FERERISTAYANERE (Poor documentation and commenting)

- IBEBABAIFRE (Poor maintenance of legacy code)



X (Buffer Overflows)
ZHAXEHTIFEEHTIERNEIZEE. GIRESRZIRSFEURRZIELMRAIEEESHN.
FREPXGHENES:

1. TERAEHPHER]—,
2. FBOHE—NRREFAIER (Exploit)
3. FHEEMIRANRERERSS, AJUAFELESENIRIFRSIENIERR Shellcode,

X E R R
RIZARSZB 2B S REN foo:
void foo(char *str) {

char buf[128];
strcpy(buf, str);

}

HRIHMIARN, TENAEPRIE (Stack) SHEA80T (RINESML) :
buf [0]

buf [124]

sfp (#%Mi454t - Saved Frame Pointer)

ret addr (& E H#3k - Return Address)

str (%% str ByHib)

RAPRENBNIET xstr IERNFAREKEBIZPX A/ (90, 136 F71), strepy O RIS
SEN, BEtkLESMIHIAR,

strcpy O [GHRRYIER:

buf [0]

buf [124]

Freystfplt (MEZW sfp)
TR E A (B EEH ret addr)

str

Bkt FIA (Basic Stack Exploit)

FERBAET strepy O REUKBAHITEENSE, R +str WABZIHOME, £1F strepy O 1T/
HEN:

Yk RBHRIEHA . . .
buf [128] (7 #4434 % R 938 75)

buf [132] Gif Y3 bk, 455 )
KERBHERHA . ..



a9 Eht (New ret addr) IERBEBARIAHMIE., KXEHLIERAE: execv("/bin/sh", 0) (HIT—
P shell), HERE foo IREEY, EXFERMESZNFHANREIMNE, MMABRITHRER, REATELT
WEHEE— shell, EMTHIR, BERBERLIET.

F R LYTEH

Rig& BRI B —1 Web BRSE28, foo () HRIENMN W28 &IXM URL BB, WEE A LUCIE—1 200 F
Y URL 3K7E Web BR53 28 L3XEX shell,

—ESRER:

© WHABAEESE \o (EFF).
© EHARNIE foo ) RERHAISHIZERF AR S

I AE XTI (www.us-cert.gov):

« TAO07-089A: Microsoft Windows BhEIYEARE X EH (2007 &£ 3 A).
+ TA05-362A: Microsoft Windows BT X 40 B H X E H (2005 & 12 B),

EiE AR A

A LB B RARIC AR R HITRELEEARRELF A, EFEETFSRISEE, AEXTEEELEEER
BEEF Ao

BRASPRELARERSERD:

1. ERIERBEBRNEF =L,
2. ERFHITEREHERE.

BANBENBRG &

- BRBEBRAREZE (BHTE).

- BRBHBANEZE (nalloc HEHTE),

- RBARBBAGBSHIER BETE),

- FIBIMENEE: EEZF libc (Return-to-libc),
- FREFHEH PR EIMIEER libc Y exec EE,
- ANBEEE—SEH /bin/sh.

EHEPXEL

REEEEIUTARERE A G

1. TEAHIN 28 EiEi TR

2. BAPBAFEIREKFAER, FII0 " XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX "o
3. MNRUEER, ERZOEME (Core Dump) FIVKFERT R LI EBZHAMIE,
4, WEE—LBETA, 40 eEye Retina, ISIC,

P LR X g

FERBETF strepy O strcat O« sprintf () FREUVEECENE, FTiBH “K2” R4S strocpy O
strncat ) tREEHIZA:



+ strncpy ) HESHEANXKUTFREE.

- fE strncpy )+ strncat() 1, “E—FHi% (Off-by-one bugs)” {
590 strncpy(dest, src

PhEERE :

1. #7SRICED 4R (Static source code analysis).
2. iB17EEE (Run time checking),

3. B&illik (Black box testing) (f§]40 eEye Retina, ISIC)o
- VA TR s
F S HIR T IRAHD LU I h EGH

, strlen(src)+1)

- RNEFIEEZE (Internal code reviews)o
- BAFE (RESDBER).
- BRIt TR (MEERWHMIRRE TN OFLER).
BT E
- BITEENE (R RERMMELE, WF CHM CH+ FESREIM),
- BREMSTEE (Run time tests for stack integrity).
- TERRMIFRERN “E224# (Canaries)”, HERFUREFIRIEETE M,
L& IR (Canary Types)
- PEiNELL%E (Random canary):
- B BmEEE— N F RS,
- BELEFTHBBNE MR,
- REUREIRIIEE2E,

- BN ELE, WEEDIIRF HFIRBTIF RS,
- BIFFE£ 4% (Terminator canary):

- TLEREN 0. BITH. EEF. EOF (XHFLERF) Fo
- FRBRLEREASERBHLLERFHIRS,.

- Elitt, WEEREERFERT BRI, BEMERE AT REFEER,
Hitz2RER
E$ % (Race Conditions)

BSRMHWE (Race condition attack) #)H T 2 MESEZHIERFM (Atomic) ITRIESS,
Tff 1: |HAR UNIX “mkdir’ s$HhESL4
mkdir 1T AR NEL
1. HECEfESIE,
2. BRI EREERRLE P,
ik
1. AP A nkdir,
2. BPRREHBER (B3 BIAGU /etc/passwd IS 5%,

RER -SIEATARUTE

=(alo

3. mkdir 2R /etc/passwd BIFTENERBL AR W IERRBEEE T /tnp B R TG SXHH,
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il 2: $TEDRRSS BMBIIRFRM4F
R P$TENX By AR

1. AP¥TEN

2. FTENRRSS S8 E X4 Al Ao

3. fTENRRSS 2RI EM A REFH R
4. FTENARSS 284G S IINFTENPAF o

G

lpr smallfile

sleep (1)

cat bigfile > smallfile
B E (Timing Attacks)

ERIE (Timing attacks) E T EMN A ERIEIMZES, B—M “ZERE (Side Channel At-

tack)”o
ERTF: ek, FH. PClR. MERHE,
il

+ RSA %E%o
- BINIEEMRKERER,
- RREIFRESIE) AT (BU40, ¥ SSH BYZE).

EREERDTHN (HRERKE):

int password_check(char *inp, char *pwd) {
if (strlen(inp) != strlen(pwd)) return O;
for(int i=0; i < strlen(pwd); ++i) {

if (inp[i] !'= pwd[i]l) return O;

}

return 1;
}
—NMIENERRE T UENFHMRZELRENEBE S, AALBRTRAFRRREKENZLAAE
RSB ER.

Bh L E B B T RS IEXED 1 :

int password_check(char *inp, char *pwd) {
int oklen = 1;

if (strlen(inp) != strlen(pwd)) oklen = O;

int ok = 1;

int len_to_compare = strlen(pwd);

for(int i=0; i < len_to_compare; ++i) {



if (oklen == 0 || i >= strlen(inp) || inp[i] != pwd[i]) {

ok = ok & O;
} else {
ok = ok & 1;
}
}
return ok & oklen;

}

(E: ERBIERBEERARE, KRR EBILRN EREER B ELIRRER, B R kNI HEREL
THRITRIZHRERE. — M EEREERANG AR N FIRMNHRE, ERABLRESHEREET
EENKGHINE, FRIFGH RSB IR EENEN, )

P& thiYEIFE (Network Protocols Revision)

OSI {%8! (0SI Model)

OSI (Open Systems Interconnection) EREZ—MISUMEBRAEN AN, HPE—FHEXNHT—E/N
R,
iBIzA% (BMEAT): All People Seem To Need Data Processing

- EHERE (Host Layers):
- MAE (Application Layer): R4#HTERIN A,
- &2 (Presentation Layer): #BERTRMNMNZE,
- 21EE (Session Layer): EAHEh&E S,
- 7YFE (Media Layers):
- f&58E (Transport Layer): UREImEZEM AT SEM
- MLEE (Network Layer): ERZFHEM IP (FiEI L),
- #IESERR/E (Data Link Layer): MAC #1 LLC (#732341t),
- Y322 (Physical Layer): Y. 55 Z#HIE.

BRI
- 2 (Layer 1: Physical Layer): RIZLLEER, UNRE(TWNAEN R LFHTIAG. ERM%EE.
- il oLk (Wireless). $RABRANERLL (Copper Twisted Pair). Y¢4F (Optic Fibre)o

- ¥EEERRE (Layer 2: Data Link Layer): %32 (Frames), XFFIBEIMMAER—FIEM (LAN) £
B9i& & el % o
- IREARSS: FEEE. BRI, R,
- MAC ik (MAC Addresses): IREEF ZEFER MAC #IHHBE, SMSFEEHEHE—W
MAC it (T 4wt2, BIEHRAEHRDE) . FREFLEEERRERN MAC fibEE,
- HuhtfR#r i (Address Resolution Protocol, ARP): &ZiX A TERIEM LA xR, HERE
BA% IP sk, BIfERA ARP SREEX R MAC b,

- PSR (Layer 3: Network Layer): RS (Packets), X FEIBRINAER ML B H.
- X IP ik (IP Addresses), HiEB7ER =8RG MERH,



- 1P HhhEJERY .

* |Pv4: 32 futthht (5190 172.16.254.1), =9+ i#FEIRT.
* |Pv6: 128 ittt (5140 2001:db8:0:1234:0:567:8:1), +/\#HEIFRFRRT, BT IPv4
kI8,

- FPthiik (Subnet Addresses) : 1§ ARLEX 5 19/ VF W, IP #htik# 53 7 L&tk (Network Ad-
dress) M EHHLE (Host Address) , HFFIHEES (Subnet Mask) &3 5I40: 192.168.1.150/24
(FMIRY ) 255.255.255.0), RaAFM 192.168.1.0/24 FHEHNS 150, FHS 0 # 255 i@
BRY

- B#MH (Routing): FEIMLS (FW) LHNENBEE, S48 IEEB2E (Router) EMLEEEE,
ER 28 IRIEER IR (Routing tables) &R E,

- PEbhbi%HR (Network Address Translation, NAT): RiFFAEMEZHMNZMEEHEZED
NFE P b E) BB,

* HAEMLIGE (W192.168.10.105) iHlal9ERARSS 28 (40 Google DNS8.8.8.8) BY, B&
28 (AP 221.21.81.133) ¥R IP MBS AEAH IP, HEWEIMLNE, EEF
|P 141t 88 B BRI E M.

- NAT: 3% % (Port Forwarding): 713X B EBMAEE RO NILIE R R EIREE
WS E ENARS. Fla0, BRARAH IP A 21 O (FTP) MIERELFIRNZIRS 28
192.168.50.20, XEWIRA—F “BhAdE (Firewall)” (F2UBAAIE) o

- EEWIRIEA (Virtual LANs, VLANS): £5 ZEXREV L, B3 AR EHRO D EARRER VLAN ID, 7]
BUDIEAIRNEI 2 A Z DB IREIEA, MTFRERREFMERE, BFEFEVIEE ERECR P #iik
SRR F M,
- &5 (Layer 4: Transport Layer): EXEZEBWNAERNHRZBLZE (FAER—MER)
- BB LAY
* UDP (User Datagram Protocol): RAOMAMNTEEZENIN. FAMRIEEA. IRFHFITE
%, IRIERALZE UDP #4383k (Datagrams)o
* TCP (Transmission Control Protocol): HEMEIZEZEMMNIN, fAREIEEMNEIEIIT,
- TCP Bf%:
* {EFA=RIEF (TCP 3-way handshake) 2171,
* HAfRN BB EIENEF R,
* BEREERNHIES,
» BT EN BEE DO (Sliding Window)” #I, LUSLILRATREIRAEEEER T
BRI,
- 12EEI2 TCP E& (Segments),
+ TCP i%O (TCP Ports): TCP B4R FE RO (1-65535), ATENX EN AT XTI
BERF. BEEEMREO GRERRED) fRREO GEis0). BlEOS: HTTP:
80, HTTPS: 443, FTP: 21, SSH: 22, DNS: 53,



AERE (Network Security)

IP. TCP/IP #I4EE Y

- HBXMthHY (Internet Protocol, IP): — NTIRESNY, BFEEA 32 ittt (a0 129.78.13.49)
EVBS Bl R IEEUR .

- F%ARSE1E IP Z L{EM TCP (Transmission Control Protocol), El TCP/IP, LURMHE MERER
FEEK,

- IP #ihbE 1544 R4 (Domain Name System, DNS) S5&#Rithiit (140 canvas.sydney.edu.au)
MR,

© REBAMMBER UK, HPYVZEEH—LKM (3 MAC) ik, &3 ARP (Address
Resolution Protocol) iR51Z) P bt

TCP/IP =%{EF (TCP/IP Three Way Handshake)

TCP {8 32 52 (Sequence Numbers) SIRSIE L MMIE O BHEF FIANMIES, FHISLUS
TEEEN, HESMUESBAAEEN (180 BSD Unix -hEHiEt 128,000 R, S HEmEEM
64,000). {ZEEIGASHEE— I FTIS.

HTFHIESRELFENE, FE—TERFFISHNEQ SN, ..., SN + window, FEIEERNBIETE
BEMATEAEFT. MREEEINREREICCEREATHRFIIS +k, MIAAEELFEIAHZE
X, FERiEpBEe.

PSR
- HIRIR (Packet Sniffing): SIFRBNERE BIHA),

- BFEEN EABEESRNE, RFNERRAIEMENZES, WERB/EG. BFEt
g (POP3/IMAP BUARMZ, GEEE!). UKNEMKEEANERE WF7IS).

- BERBRTHBEMMY NLAKK. 802.11), EARKREMNNAIEERTT, BESERTLA
BHEaRELR M.

- BRIR (Spoofing): {hiEEiEEMITIE,

- BERTE M AR BN/ LI EIR.
- TR
* JEEHRIE (Non-blind spoofing): K HEELAI LIEMLINEIES, el LIRIREIMERL,
* BRI (Blind spoofing): EHE T EE T ENSEHIEEHIARL
TSR ERIRTG: Ri% Bob {51F Alice (ffJ305&iY /etc/hosts.equiv X15) o W1E Alice BIH25X ],

i Mallory TEE—RE1EM £, Mallory RERH IP it EH Alice Bk, Bob #=48(E Mallory
= Alice,

B—1MEIETH (Alice ££8): Mallory 2T —1 2 Bob #Ui%iE, B 7 Alice:

1. Mallory — Bob: SY N (SN 4) (Mallory &i%— SYN 44 Bob, FE#FRE Alice B IP,
A—1MF55 SN 4)

2. Bob — Alice: ACK (SN, + 1), SYN(SNp) (Bob BIS£AEIER Alice, #iih SN 4, H%&
ZEBECH SYN RF51S SNp)



3. Alice — Bob: RST (Alice E|— Rt & H2ANEZIEKRI ACK, FREIX RST BEEEE)
EIFM Alice AT LURRRIERE, B2, Mallory BJLA7E Alice &3% TCP RST B2 2 X Alice Hi1T4E
RSk (Denial-of-Service attack).

- {E4RRSSIEEN (Denial of Service Principles):

- BRI —MREHERE:
* 5 (Bandwidth)
* CPU (B8 28 R0 IBRE S
* NFE. HETE
* XHHERTT. BT (FEMRERARR)
* NERIARITRR
- RuJgeithisdEE (B, EF ML - Botnets),
- FHmoREs (B, FRMIFERAKRERE) .
- EEE R EHRARR.

AEENERSTHESE

AlEEE =
© RERFIGITAVIFRZEM (Ring Design) f17]{5i+HE (Trusted Computing Base, TCB) B
- Bell-LaPadula {##B1EE L 2EM (No Read Up) F1E2SE M4 (No Write Down)s
- BRiik{Zi8 (Covert Channels) LS R EFIAA R
- B (Orange Book) ML £IFRFRMES X,
- BENSERZ2RANFEERIR, FSkRENERPRNIZEMXEH,
- B/ (Buffer Overflows) FIRIE. FIAAX (BFHEHMIREER libc) REAEERE (BS
DI, BITREE. $£42%),
- RHEFM (Race Conditions) FYRIEF R,
- ERME (Timing Attacks) FYRIE. EAZS URIAE S RIEIK TR E.
- OSI CEREREZENTEINRE, 1552 YIER. HURRIE (MAC ik, ARP). MIZEE (IP ik, F
M. ERE. NAT. imO%%. VLAN) FfZ4/E (TCP. UDP. TCPimO. =XR#EF).
- PILHERT: AR (Packet Sniffing). IP BRR (IP Spoofing) (SiZIEEMEHIR) . B4R
1 (Denial of Service, DoS) HIEARRIE,
TfE S

in)E8 1: 7% Bell-LaPadula R£ =B PR “HERZL2EM (No Read Up)” fl “E2= /&% (No Write Down)”s
N ABMETRRITXLER Y, RETIAIREFIERARRISIE (Covert Channels)? iEZE— N EikZERIGIF,

SEEE:
3e:
- HERLEM (NoRead Up - NRU): {5— 1 E& (MNHEHEAF) FeEENLZLAIESTEHEEN

RFANRTEIEI R, Hlg0, —PRE “WE” RHRRMAFA R “BE" K5I,

- ESE% (*-Property /| No Write Down - NWD): #s— AR EELZ2AINRTEHBE FNBER

ABBIENRENER. 0, — M8 “WE” FIRNAATER “QF" £AIHIXHENK
1B, UMLLE R MEERHEEENERA.
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- BRSEHFERERE: Bell-LaPadula R FEXFEANEERES EFEERENLT24K5) .
A, RAPHNEMBEZZERNGITERERREZEEER, XEBEREHREERRE
FrEsE, MMEmMRIRIEE.

- RREBEETM: XHHE (File Locking), — M"EX 2L EAXTTLUEE DIFEREI (Hlw0, KK
TR 180 0) SREMBIE MRS — MELR LA TR BEMBINHEXHE. KRLERINNER
BEFEREZXXHFNBERTS, MERLEELSRNEAREENES, BMFECIIZERERE
B, 754 Bell-LaPadula BT 121E,

English:

- Simple Security Property (No Read Up - NRU): This property states that a subject (e.g., a
process or user) cannot read data objects that have a security level higher than the subject’” s
own clearance level. For example, a user cleared for “Secret” level cannotreada “Top Secret”
file.

-+ *-Property (Star Property / No Write Down - NWD): This property states that a subject can-
not write information to data objects that have a security level lower than the subject’ s own
clearance level. For example, a user cleared for “Secret” level cannot writetoa “Public” file,
to prevent information leakage from a higher to a lower level.

- Reason for Covert Channels: The Bell-LaPadula model primarily focuses on explicit informa-
tion flow control (based on read/write operations and security levels). However, other shared
resources or mechanisms within the system can be exploited to indirectly transfer information.
These communication paths are not covered by the model’ s policy, thus forming covert chan-
nels.

- Example of a Covert Channel: File Locking. A subject with a high security clearance can
frequently lock and unlock a shared file (e.g., in a pattern representing binary 1s and 0s) that
can also be observed by a subject with a low security clearance. The low-security subject, by
continuously checking the lock status of this file, can decode the information being transmitted
by the high-security subject, even though there are no direct read/write operations between
them that would violate the Bell-LaPadula policy.

ifEd 2: FAREPX G (Buffer Overflow)? B —FF|EREA X GHNERGE, HIEEDH
FhBA LR A X i H AR AR

SEEE:
3e:

- BN EAKHEER—MEINRGELZESRE, SEFREEAEPHNEFAXEABHEMBEEE
BIEIERY A 4, XLEZRWIIESESMBREFEXIE, TaEHRIFHIE. BFRES, EEXRTIEFHR
i

- BEFEiaHfIRGE:

1. HBER: R EFRREEAREANNRE X EFI B AEIENRE, BRERILRK
& (FI90ER strepyO)o
2. MEEBERA: XEEBOBE—MBKRAFHNS. XMFHEEEES:
- —RIAFEEIE (Padding), BATIEHRE HX,
- — N EREYRElMbhE (New Return Address), ZithitsmEEENEE B,
- BB (Shellcode), BERMITIFEIRIE (WNITH— shell) BI—/NEEH2863,
3. EREENMYE: Y52 ENRBNITE, BKEASGHENX, BEREFERLNERERIGE
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BOREME, FEBRAEREENBNILRE M,

4, PITEENE: HREMITRE, KEREN, ESBEIIWENRREMNE, MTRITRES

BRI,
- Ptk

1. ERARRENRN/ RSB BRERG strepy O gets O XERRSRIREL, X
BEIRAKENENRS (0 strncpyO. fgets(), FHEMMEBERKEMAZILR), REFHELR
SHESHME (80 C++ AU std: :string)o

2. BRIFIPIEI/ & L2# (Stack Canaries): 7E451FAY, ERMIAPAGREBIULETHEN—FA “©&2
%" WHHE. ERECREE], REZELEERTHNT. WNRBKRE, HARRELE TEH
X, FERa AR IEH TR IEERAREHIT,

3. iht=2iEl e BFENL 1L (Address Space Layout Randomization, ASLR): f#5#%. #. H=
FEEREXIGRIMEMULFEN L, ENKEETNEERBHRBEEE (30 libc FRIKEL)
HERIRERE

4, ¥IBMITIRIP (Data Execution Prevention, DEP) / NX {il (No-eXecute bit): R 7FXE
FRICARETHAT (A0HRFNHE) , BMEREERIFEERBEAXLEXE, CPUEREHRITE .

English:

- Definition: A buffer overflow is a common software security vulnerability that occurs when a
program attempts to write more data to a buffer in memory than it is allocated to hold. This
excess data overwrites adjacent memory locations, potentially corrupting data, program state,
or even altering the program’ s execution flow.

- Basic Stack Overflow Exploitation Method:

1. Find Vulnerability: Identify a function in the program that copies user-controllable data
into a fixed-size stack buffer without bounds checking (e.g., using strcpy ).

2. Craft Malicious Input: The attacker crafts an overly long input string. This string typically
contains:

- Padding to fill the buffer.

- ANew Return Address that points to the attacker’ sinjected malicious code.

- Shellcode, which is a small piece of machine code that performs a specific action (e.g.,
opens a shell).

3. Overwrite Return Address: When the vulnerable function executes, the oversized input
overflows the buffer, overwriting the original function return address stored on the stack
with the new return address pointing to the shellcode.

4. Execute Malicious Code: When the function finishes and attempts to return, it jumps to
the tampered return address, thereby executing the attacker’ s malicious code.

- Defense Techniques:

1. Use Bounds-Checking Functions | Secure Programming Practices: Avoid using un-
safe functions like strcpy ) and gets (). Instead, use bounded alternatives (like strncpy O,
fgets (), handling lengths and terminators correctly) or safer language features (like C++
Sstd::string).

2. Stack Protection Mechanisms [ Canaries: At compile time, insert a random value called
a “canary” on the stack frame before the return address. Before the function returns, this
canary value is checked. If it has been altered, a buffer overflow has likely occurred, and
the program can terminate to prevent the execution of malicious code.

3. Address Space Layout Randomization (ASLR): Randomizes the memory locations of
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the stack, heap, shared libraries, etc., making it harder for attackers to predict the ad-
dresses of their shellcode or critical functions (like those in libc).

4. Data Execution Prevention (DEP) / NX bit (No-eXecute bit): Marks memory regions
(like the stack and heap) as non-executable. Even if an attacker successfully writes mali-
cious code to these areas, the CPU will not execute it.

il 3: HARERKE (Timing Attack)? EEAIHEBE— 1A 2R B E NG R Z D LR ERAVERRE , FF
BIRINEME E iz R G IR E R 2.

SEEE:
xe:

- BX: ENRER—MEERE, HEERIEHNEREEEHRDIRFE (NBBELLR) NITAFE
AU IEISRIEMTEURIE R (WA, BRKEHAR). HEEARER, TENHMATHRIEREZAIES
BUAITREIEYRUIMERIE R E R

© BRBENEBIRE ARG

int vulnerable_password_check(char *userInput, char *storedPassword) {

if (strlen(userInput) != strlen(storedPassword)) {

return O;

for (int i = 0; i < strlen(storedPassword); ++i) {

if (userInput[i] !'= storedPassword[i]) {
return O;
}
}
return 1;
}
TRFETET

1 IRMANEBRKESFHENEBRKERE, RHIIULEMLRE], HITHEHEERE. HEER LU
B RIRFEKE RN R H EREE K.,

2. BMEKEER, RHBEEFNFILR, —EBIALENFNMEILENRE, XEWE, R
BANE—TFARE T, RITHERLEE - ITFHERES - FHERNIEIER. W
BRI LIZEANFARN, @R BRI EEREAE T F RS Ef.

- BERBIUESRESYE: ZORBEHEREICBANFT E—ETER), WRIREIHITHIEHNE
1BER, HEEDVSHEER WEBBARD) TX. —M#HG EZRHRRLBIRESZHITHERNE
PR, FETEMRL,

int improved_password_check(char *userInput, char *storedPassword) {
int storedlLen = strlen(storedPassword) ;
int inputLen = strlen(userInput);

int result = 1;
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if (inputLen != storedLen) {

result = 0O;

/s FR 2 RRIMWBREZHENFMA (Flin, FHEEHKE)
s BEKERICE, Wgksr " A
/7 BRI R L E 2 (A H R R 2K
for (int i = 0; i < storedLen; ++i) {
/BN KERR, WHEMAFHFRE ML KMHE,
/BERRXENBAHER L
/) RBEFENERIRBE .

if (i >= inputlen || userInput[i] != storedPassword[i]) {
/7 BIERAARICE, 78 LB 3K [
// result &= 0; // X — N WAERE Wk, B oA JE S BV
}
}
/v RERSH BT ER, SAAFTHITRE, RERELEREEN o,

// %'F’Efﬁ%fﬁﬁﬁ“%f’ﬁ (BFE&MR ) WEEEEE®,

/R, RRKERBHERTMABERBHERE SRR,

/7 SEBCH, TR Ao 55 B 5k b 1B R I A B LR K

/v HUHTRE:

int comparison_match = 1;

for (int i = 0; i < storedLen; i++) {
char a = (i < inputLen) 7 userInput[i] : 0; // % 4 4L K 7 1 %
char b = storedPassword[i];
if (a !'= b) {

comparison_match = 0;

}

return (result & comparison_match) ;

3

ERFNHMERFEREIRITN. S3EEMNERE B EEE (Constant-Time Comparison
Functions), XERIBEERSWMNZEPIRME, SIIREMRARILKIZIENIERAMKE T ELIRER
IR,

English:

Definition: A timing attack is a side-channel attack where an attacker infers sensitive informa-
tion (such as cryptographic keys, password length, or content) by precisely measuring the time
it takes for a cryptographic algorithm or a security operation (like password comparison) to ex-
ecute. The underlying principle is that different inputs or operational paths can lead to small
but measurable differences in execution time.

Example of a Vulnerable Password Comparison Function:
int vulnerable_password_check(char *userInput, char *storedPassword) {

// 1. Length comparison may ezit early

14

17 A B



if (strlen(userInput) != strlen(storedPassword)) {
return O0; // Flaw: Different lengths, short exzecution time
X
// 2. Byte-by-byte comparison, exits early on mismatch
for (int i = 0; i < strlen(storedPassword); ++i) {
if (userInput[i] != storedPassword[i]) {

return O0; // Flaw: Character mismatch, execution time depends on the position of

}

return 1; // Match successful

}
The flaws are:

1. If the length of the input password differs from the stored password, the function returns
immediately, resulting in a very short execution time. An attacker can infer the length of
the correct password by trying inputs of different lengths.

2. Evenifthe lengths are the same, the function compares character by character and returns
immediately upon encountering a mismatch. This meansif the first character of the input s
wrong, the execution time will be shorter than if the first character is correct but the second
iswrong. An attacker can guess character by character, observing changesin response time
to confirm if each character is correct.

- Correcting the Flaw for Improved Security: The core idea is to ensure that the execution
time of the comparison operation is constant, regardless of the input (within certain bounds), or
at leastindependent of the secret information (like the password content). One way to improve
thisis to ensure the comparison operation always performs the same number of steps and does
not exit early.

int improved_password_check(char *userInput, char *storedPassword) {
int storedLen = strlen(storedPassword) ;
int inputlLen = strlen(userInput);

int result = 1; // Assume match

// Step 1: Compare lengths, but don't return early based on this; record the result
if (inputLen != storedLen) {

result = 0;

// Step 2: Always compare a fized number of characters (e.g., length of stored password)
// Even if lengths don't match, continue "dummy comparisons” to consume time.
// A safer method uses dedicated constant-time comparison functions.
int comparison_match = 1;
for (int i = 0; i < storedlLen; i++) {
// Safely handle insufficient input length
char a = (i < inputLen) 7 userInput[i] : O;

char b = storedPassword[i];
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// This simple check is still not perfectly constant time due to branching

// A better constant-time approach involves bitwise operations that don't branch base
// For example, accumulate differences and check if the accumulator is zero at the en
if (a !=Db) {

comparison_match = 0;

3

return (result & comparison_match);

}

It is highly recommended to use specifically designed and validated Constant-Time
Comparison Functions, which are typically provided in secure cryptographic libraries. These
functions ensure that the time taken for the comparison operation does not depend on the
content of the data being compared.
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