HENMMEL2IRIEE IS Week 7

Nite
2025-03-19T12:18:00+11:00

HWE N2 (Secret Splitting) & HFHE (Secret Sharing)

- HWESHE (Secret Splitting)
- A A — BN RAE AN, ERERRE—DERER?
- 5. CEO RIFMERR A RZ TV EIFEE.
- {£H XOR #{THE N & (Secret Splitting with XOR)
* SAE
1. Trent £ 5SHEE m EEKNHEHFRE ro
2.1t Bs=m®r.
3. ¥ r 244 Alice, ¥ s 3344 Bob,
* MR (shadows): 7 # s
* MEME: Alice M BobitHE s D r = meo
« Bet: R r SERHN, NRARTEZTEM (22 One Time Pad).
* TBEIn A £ n— 11 BNFERFET,...,7,_ 10 AIin — 1AZF—r, EnA
¥ri®--or, ;1 ®me
» BHY: @EoAEEEETEY, FEMXK,.
- XOR ## 9 EIR9in)eH (Issues with secret splitting with XOR)
1. Z4iH Trent #)R (adjudicated),
* Trent AJEED R ERIR(E Bo
* Trent AJEEMIRE S5 BN ZE.
2. FTESS5EMEEEKE.
3. JHEZAIEH (malleable),
4, FEFMBEES5ESBEMERE,
- WEBHE (Secret Sharing)
- O EBERAEE, FEZTENIRNESSEREBEAERITIRE. Hl, (3,5) I IRARE
E5 AFWEL 3 AFE.
- B BEREEENAT XS5BT URITIEE.
- Shamir BZE (Shamir’ s Secret Sharing - SSS)
* BUR BMEDER m 9, T2 n GEREEME.
« Bit: — PN nXRZ2mMAALAN + 1 M EE—RE.

* AE (Trent BWE m KRG n AP, F8t T AFRIRE m):
L EERERH p > max{m,n}.
2. 8t — 182X f(x) =m+ax+ - +a,_ 2", BEha, 20< q; <p
BRI RS, (f(0) = m)



LB RHMESTRANTEE

3. Trent EEn M FRENR x; (1 < 2, < pho

4. Trent ¥ = (x,, f(x;)) RABE i Mo
* ME: FEt M BE5ETEMIING (v, f(x;)), BIHFESR f(x), ABITE f(0) Ik
Zm.

#&iE Y (Commitment Protocols)

.« HIEHE (Commitment Schemes)
- jal@k: Alice M Bob %iXHE, ERAF Bob fH/EE Alice 12EM(E 218/, H Bob BEWIEH
BRWEN,
- BEMER (Commitment)
1. Bob £MFENFRIER r, KX Alice,
2. Alice £RFENE k, &i% Bob MEHE EL(r || m).
- {8PFER (Revelation)
1. Alice Z3X#% %A k 44 Bob,
2. Bob A k 8%, Wi r.
- e
* r AT RIEREEE (freshness), BALE Alice SHRbIE,
* Alice 3% (1 || m) BBFEE m.o
* Bob EEREIARA ko
- JEZEELIF&iE (Non-interactive Bit Commitment)
- 1 Bob TEAEHES.
- BEMER (Commitment)



1. Alice £riFEHL 7, s, itBa = h(r || s || m) (blob), h 2EEFIRFERE.
2. Alice &% (1, a) #44 Bobo
- {8PFER (Revelation)
1. Alice k3% (s, m) £ Bob,
2. BobRIEA(r || s || m) BREETF ao
- e
* Alice RIEFRHER (FETIET)
* DA7S RERAITREE R LE Alice ERUE R
* 5 {REBHLE Bob 2 %#E M.

BFRiEihil/ 2$9891iY (Protocols using Commitment/Public Keys)

- ERREHEH#HITLAFEE® (Fair Coin Flipping using Commitment Schemes)
- A BEREEM Alice #1 Bob SfAIAFHTIRE LS.
- iz
1. Alice ERAEFRAE—TLLF b (ER).
2. Bob &M b,
3. Alice #87R b, FEXEIRRE,
- ReM: KBAESARNL S (REEMNSEM).
- (ERAXHBITLAFERS (Fair Coin Flipping using Public Keys)
- BEXR: AW NATIBRLS (commutative public key cryptosystem) E 4 (Eg(m)) =
(B (m)).
- iz
1. Alice #1 Bob BRI AEAM A, B,
Alice ERMEZRENEL 717, T1o
Alice AFENIRRE £3% E 4 (heads, r ;) 81 E 4 (tails, 71 ) 45 Bobo
Bob iEZR—MNEHE Ey(a), £ Eg(FE 4(a)) 4 Alice.
Alice 2% (E'g(a)), %[E] Bob,
Bob f#% (a), BHLER, %ol Alice,
7. Alice WIFERREBILERE 7y /170
- i
» Ba#il (self-enforcing): NAEBRIEMER, £TEFE=F,
* Bob MR, MFRERER, BAER ( “MEHE” ).
* AATRIEBAER, WHTEEMER,
- 10I23 % (Mental Poker)
- (B SRR RI AR AN TR A,
- iz
1. Bob FAMZEZEANNES 52 3Kk, FENUIREE A4 Alice.
2. Alice FE#I%E 5 SKIN%ERhE K Bob, Bob fRE1GFhE.
3. Alice 3Bi% 5 KIMNZhE, FAECEHAMEL Bob, Bob BB AK[E Alice, Alice flRZIFhE
(REZHEES 2,3).
4. FEREER, WHBRWEERRERTIERE,
- H—HEIR,

oLk wwN



f2ik{Si8 (Covert Channels) 5B E R (Steganography)

- P&#k{ZiE (Covert Channels)
- jAlE&: Alice #1 Bob 7£ Walter is0ff T E(S, Walter FIRERBNERIE 2o
- BaE K (Steganography): = EBRERAR,
* FEBRE, B “BIEMIATIZL” (security through obscurity).
* BESEEFESHER.
- XABER (Text Steganography)
- HE:
1. IHEAF RS EERELS.
2. AXAE#R,
3. AEE,
4. ETFXESGEAEBRI TSRS,
- Ef%RER (Image Steganography)
- FIR: BB EENREBUIIL (least-significant bit - LSB).
* MEGREFMANTERN, PBRYEUERN,
* fla0, 32x32 IREEEMEEX 1 tbiF, FIFaHE 1024 LbiF (128 FH/).
* ¥ (RGB) B &% XA 3 b (B EE2E 1 thiF).
* DHERNNE I RREAUEERNE,
~ RS ELZREMREL, WSGRERA6 i
* FERNEREENAZE RN,
- MKERER (Network Steganography)
- FE:
1. Loki: #JA ICMP Echo 1&3K/[E1E #iEFEL.
2. ICMP Backdoor: {AZER, ping 249 E&-
3. Rwwwshell: {52558 HTTP Response #1 HTTP GET,
4. AckCmd: I TCP ACK &,
* AT RATEBERAE,

RER LR (Network Security Overview)

- PAERLAHL (Challenges of Network Security)

1. BEEMGITNRZZ2N, EEFZRE.
- BRERSK. hiXH% (IP,802.11/WEP). FAF MY (Telnet, FTP, HTTP). MI%&#X (BGP, DNS).

BIEMN (SNMP). RIEIBS,

RZEENEMIZHENSREFAE.

FEREAYIGIT AN RIZ TR,

ERMEXPL,

R4 24xTx365 BETIMB,

ZIHRIL NS BN IR S,

WEE R T AT HEE, RZEREEAER,

L BBHEN, Mg,

LLEWMARAF D

BEXWMERYS R REHZ.

Bra. HORS. ZHiE,

© 0N OO A WN

[E
= o



12. FREBKNIALREE,
- HEEMBIERY (The Internet is a Monoculture)
- ¥ (OpenSSL, Windows, Bind, Apache/Nginx) £ S
- RGBIAER, —MraRRR MRS 4,
- WER TR SBHAEN B3I
- loT Ig&REE R, Z2MRE.
- RFRLHERES (Common Beliefs about Security)
- “FRIFIAFREERIENERS” BHEIRBIL.
- WAL REEHHDR
- FEeEEEAA
- HAWBREARS: BBRWERE. KEMWEIRVZE. TENE. F=HEE
- P& 90% MiRlEER, EETmEk.
- RLFF (Security Flaws)
- IR 2RASEEEMN, RRRABERSERAEZ,
- WZRTERZRIAE (lack of strong authentication). ¥&¥E4872 (bad programming). Z#hE
12 (poor security administration).
- ¥EWTE (Specific Attacks)
- SR IEHIRSSH T (Distributed Denial of Service - DDOS)
*» BEY: FEEMRIRS AR A,
* [RIR: FIAARENSBLEXEIFEREEBIT.
* [AEERF]: 2000 &£ 2 A% MiuLEE DDOS A (Yahoo, Ebay, Amazon, CNN, ZDnet,
E*trade), EHNEFEBAK Ping A SYN floods,
- EPP4%E (Botnet Attacks)
* Conficker & (2008):
- B#r: Microsoft Windows.
- BR: RIETITREDERERNEF NS,
- R EEITAET, BEBSRE, EMEL,
 FIFRR (MS08-067), BMEXNT BA %, KEWN2S (>=30%) RMETE =20,

ARERNE S THIE S

- EEWENE (Secret Splitting) NIFTEHE (Secret Sharing) WX ERBAHER. Shamir i
BHESZUNEIRRR XOR D EIM EPRE?

- EMY (Commitment Schemes) HWEAHIZMNERREYE (WREIM hiding M4PEM binding),.
ENTERX3FBHPHNER,

- BEFQAMHATFRHIMCRIE, EETZRENERUNAAE BEHN.

- PBEER (Steganography) WENX. SEBFEHNERN, UNRFRER (O, Bk, ML) WEEAR
[RIE,

- BEEBMZ2mirBkEE, NEBRR. RZEMISH/ AT, AXEREE

- BERMEANRBREERBEIMENE N RE X2,

- ERBERRSEINEIRNE, 0 “FPOR, URIIKMSIERNRNSHIERRER,

- 22 DDOS MEPMEEHAMERENRBHIEE, %S Conficker ERGIFHITIRA,
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