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REWENSEA R (Block Cipher Definition and Properties)

. $REEEG (Block Cipher) 2—1EBTFEEKER B WNZ/MEE% (E, D).

. MZEEE E M@EEzgx D S#ER— K LSiESR k.

- ATFEENEIRR D, BBENRAENBLER EAIUMERBR: D (E, (b)) = bo
CBRERE, : {0,1}" — {0,1}" RAZEHE (invertible),

. E— P EBFEREN (cryptographically secure) FI¥ R 2R MR,

. HEhREHE 2R (pseudorandom functions) (FIENEKFI& % HASH) SN B 5.

o 0 b~ W N -

Feistel 4 (Feistel Network)
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1: Feistel MEELEHER

1. Feistel MER—MIG d MAKENIEREL f1, ..., f; (BN n (ABFE n () AER— 1 REH (se-
cure) RI¥EEL (invertible function) FY45#,

2. XANEERECR 2n (IR E 2n (i,
3. R, MAWDEFE (L, Ry). MBNE—RERDT:

Li=R, \R,= f;(R, {)®L,; ,

4. AAS—SEBANLN, PN,
5. Hi¥F4 (inverse network) 2RI, BREMNIRFZREN: fi, fo_1, - f2, fio
6. EBWEHRERE, f, ..., [y BIFAREH (round functions),



$UENZ 45 & (Data Encryption Standard, DES)
DES #ii®
1. DES @—MRED, 12(ERKH 64 (i, M 56 UZEH.
2. DES $#W—> 56 %A k M—1> 64 Uk b #HITINE,

DES HIEB4EH) (DES Internals)

Feistel Network with rounds
f1, T2, ..., 15, f16

b [P — FP — Ex(b)

k3
3

2: DES NEPLEMETR, B3 IP, Feistel W, FP

ITRNIRE A — A ER (Initial Permutation, IP),
BREHRIIEN— 16 18 Feistel BIZ&,

R f, () WEXE F(x, k;)o

k, RMEZ k EBIBRHEH (key schedule) SHHIE | AR EH,
SMEH L, B 48 L,

Feistel MRS, ZA— 1 REBER (Final Permutation, FP),

SR

DES & ¥ (DES Round Function) F'(x, k;)

Half block x (32 bits) Round key k; (48 bits)

48 bits
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Output (32 bits) dooooovdowodooobhoood.o‘oo..n;o.‘o

3: DES BR¥AIPEME R, EE E, S-boxes, P-box

CERE f;(z) = F(x, k;) B TFEOHER:
1. #*RE# (Expansion Permutation) £: 3§ x (32 i) " R F) 48 1L,
2. BRE (Substitution Boxes, S-boxes) .S ;: ¥ 6 (I NIH4EN 4 kit
3. EIEE#M (Fixed Permutation, P-box) P: —NEE M B #uiR (k.



EZMigitEN: ¥ 85;RE (Diffusion and Confusion)
BB

1. 8% (Diffusion) F1;R;& (Confusion) 2IRFLHIEMENEFE, BTHEHLEEBFHITNEL S
(statistic-based cryptanalysis).

#8% (Diffusion)

1. ¥ B2~k E B 5HEY (dissipation of statistical information) AUIE72,
2. BN — N IZSHE XN —EM SR E 5T,

3. BB — N2 SEEA X —E M R £ T,

4. i85 BHRE (permutation ciphers) /8%,

;R (Confusion)

1. RAERFERHSEXZEMNXARATEEE PR,

2. BEXHE—HASERROZ R T 2R 2 M,

3. BMEREEWEEINTZERABRZIAMERN (AN, BX) X, iTENZTEHESEER.
4, SBESHEE (substitution ciphers) 8%,

MR SRS

1. HEEIELE (highly nonlinear) B S-boxes S¥F#Y P-boxes £ & E A, MEEN =4 REMY
EVGRESTE
2. EALM S-boxes 21FFEA DES FA— MR RE, BEWD .
3. UNR P-boxes REEFE N HIEUELLYE, DES BT LIS AR B/ B9t 3 Fa] &,
4, MR, “9FH9” S-boxes #1 P-boxes EihE T EH,
1. S-boxes BEEIELMRY, BIF—NMANLUSNIZSEE R LT — 3805,
2. HGH P-box RIZ X LR AILL 951 R B T —48 Y S-boxes |,

REMDMGER: RS ITIEREN

RFIATE (Block Cipher Padding)

YA KEREIEFEEIRKN, FEXMAH#ITIATE (pad).

1B 7 BB ERLIREHTINTE LSRRI “E#R” %R,
EERRATERWILSEREE, AATEEEBEE X (cryptographic implications),
—LE RIS AIEFERIENEIFE . ANSI X9.23. PKCS#5 #1 PKCS#7,

> wnh e

REFZFD T {E#EC (Block Cipher Modes of Operation)

EEHMEZA Lk G, REWE E, JEERIERPHER (single blocks of data).

HRANBER/ (190 AES £/ 16 FHiR), MELXIEREBERK,
EE—MAERERERNZHRESEN AT AEESHNE,

T {E#&E30 (Mode of Operation) #R T REBIAEENAFMNEHES. SHTIEREXTEEMRTE
&5

/TN\O
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5. BIFEARENIEREN, ERKERHEERIURD BIRHERREZDFEITMNE.,

FEIRFTFD S T{EER (Evaluating Block Ciphers & Modes)

1. HE—EBH— I IEEXN, SEREUTAE:
. BEAK) (Key Size): T2 MR LR, EFRBHEEKREES (K. FEF).
. BRK (Block Size): #AMGFLURLV T, ERAtEE,
. {hitRLSRF (Estimated Security Level): £ofitd%, E0HE; REERREEMEBZEM,
. HHE (Throughput): IIZ/BZHRENMR? 250 UF%ITHE (pre-computed)? 25T
UHT (parallelised)?
5. $5iRf%4E (Error Propagation): (I8 iIRHUEXALERHARBR?
2. BRXNDNRKNREEBEE (cipher) 18X,
3. HitEe4y). EHENHEIREESEBMIMFER (cipher and mode of operation) #31E%,

=
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BRIREDTIFER

BATRERAMAERN LIEER:

- BFEBAER (Electronic Code Book, ECB)

- EHREEET (Cipher Block Chaining, CBC)

- M RIRER (Output Feedback, OFB)

.+ JHEERER (Counter Mode, CTR)

- B E/ik281E R (Galois/Counter Mode, GCM)

B F#i544E50 (Electronic Code Book, ECB)

1. ECB & Jhirh (separately) MRS MR,

2. LHfEE, BERZZIFHRRENMER T,

3. ECB WaE T EAR L 2—1EiREI (a substitution cipher), 222 FRUERRMAREF
&,

ECB /2% (ECB Properties)

1. HARMBASR = HRBYE SR (Identical plaintext blocks result in identical ciphertext
blocks).

2. HFRBMMIMER, BCRNEHRXSHEASRINEH

3. Eitk, ECB FHFHTF (not recommended) KEiEid 1 MRAGES,

4, AHhEEIR(%HE (Local error propagation): EU4F551R R R MR RAVAR R, (X E B = ELED).
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#Zi03R5EEE (Cipher Block Chaining, CBC)

Plaintext

Initialization Vector (IV)

Ciphertext

4: CBC RAMEER

1. CBC #=UfF XOR 12EiG R iEIE (chained together) £,
2. MiaEEE (Initialisation Vector, IV) 2— 1 EVE, BT HFEERNBEXNZHRASEERN

Z3; IV AEE (does not need) 1733,

CBC fi#%; (CBC Decryption)

_

Ciphertext

Initialization Vector (IV)

Plaintext

5: CBC iRABEER

_

predi-
ctable




1. BXEIRIEMANENXIR, HP—MZ2LUAITRNAAER (in a predictable way) &0,
2. MEZBATURRF (sequentially) #717,
3. = ol L HEMNikiRl (random-access) BER£RIFHITH (fully parallelisable),

CBC [E1* (CBC Properties)

LEAERNZEAM IV INZEEREXE, ~4HERMEX (identical ciphertexts).
MTEZA k. IVIIERHE MR my PRED—AI LR LR,
EXRNEHSTMRE, RABEXEHD c; RUTFAETRARIBENGR (Mg, My, ... mj]o
£iRf54% (Error propagation):
© BN c; PHILREIREFMYETIR ¢, MT—MR ¢, | BIRE, MERIR m;- BESEMLLL
5o
- ERERHR m; +1 PRI EIRIBHIA £ 7E ¢; PHEBRIIE.
© WHBEBALLESEN ¢; B m;, TAITMILLSERE (predictable bit changes).
5. $#iRtKE (Bit recovery): CBC 2ERPH (self-synchronising). MR c; PRELFHIRE
Cip1 FERA, WA cj o BIERHBEN M 50 RABWTRZEIFHIRTM,

> wnh e

il RI%#EC (Output Feedback, OFB)

Ciphertext ?

Plaintext

6: OFB {&RILER

1. OFB BIUERZBE T AR HE (synchronous stream cipher),
2. FEMBERE (IV) 1EA (key) £5—MEHR (keystream), IN%E/fEERHENX/ZEXSEHM
B9 XOR (BI/RBRE)o

OFB 1% (OFB Properties)

1. HEAERNZHM IV INZEERERVEEEY, ~=EHERIE .

2. ki (Chaining Dependencies): (5= 31EFE) BRI FEIANX (The key stream is
plaintext independent),

3. $HiRf%ZHE (Error propagation): (5 RZEHEE) Z 3P ELFHEIRSSRAXEN I E A £
Ro

4, $BiRMESE (Error recovery): (5ZM948E) A LAMELASEHRFIRE , BFREEMELIFESRX (bit loss)
FIRE (RSHEHMREBN).

5. HHE (Throughput): ZHRAI LRI ITE, Gl0FFkitHE (pre-computed), 2~ EMN%E/fRZEH
UFH1TH.



6. IV MERE (must change). BN, ESTH— “TWHIEIRIR (two time pad), XERALEH.

it#k22483( (Counter Mode, CTR)

7: CTRERER

. CTR R EA— At 22 & E (predictable counter function) & MME IV, IEFiR

FHEET RREL (stream cipher),

T HER A IR E R R (G hBEEER 2R PRNG), E@ERE—MRILEY, ME/MEEEH

X/EX 5@ it AL R EAR XOR (BREE).

CTR 1% (CTR Properties)

1.

HEEAERBYEAM IV INEAERRIBAXEY, FEERBNES

2. §EUfk# (Chaining Dependencies): (5% 51EE) BRI FEIAX (The key stream is

plaintext independent),

HixfZHE (Error propagation): (5 R&EBEE) ZSIRPHLLIFHE IR SHEAXMEN LB A £ 55
1Ro

Hixt%E (Error recovery): (5mEEIER) AJ LUMELSFEEIRPIRE , BREEMELIFESR (bit loss)
e (=SHERMEAL).

. HHE (Throughput): MEMARZER T LUEEMIER (randomly accessed) #1/3#171k (paral-

lelised), XEHEIHENRITFIHEIT.
IV B FERE (must change). EN, ERXTHE— “FWEIEIEIR.

. OFB# CTR HEAEMNEN, RAENEBERZLRIASERED,

% B /it #2218 (Galois/Counter Mode, GCM)

1.

GCM 1R AR Mgt (not strictly) EF—FRE TIEE.

2. AATTRHET —FiNFIRISEHIENTEH (mechanism to verify the integrity of data):

o vk~ w

RESCEBEWEN,

e CTRZXHH R (extension),

EMZFHITHERY, BICHRWAE SR EMEMTHBIAE (MAC) 7R FE,

5 HMAC R[E], GCM B9 MAC 28493 T LIHITHE (parallelisable),

= A TRIER (low-latency). E&HME (high-throughput) 9% B4 A (FIINIMNEEIESR).
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DES 34 #f (DES Cryptanalysis)

#sAnt—1% (DES Keys)

1. AF—3xt (B, BX) ¥ (m, ¢), RE—MBHEHR ¢ = DES(m, k) HEZERE (high proba-
bility),

2. ¥ DES MAHIINES. XFHRE (m, k), BERREH Lk, # k&E8 DES(m, k) =
DES(m, k) BERARIE, L5275,

3. BEilt, AE—X (m,c) X, BHRNFEEESHE—HTEN. RBEET ML £ (to find k).

BB 4 #F$1EF (Known Plaintext Exhaustive Key Search)

1. WF—PSREY n LSRRI j LUASERER, ARV B (< (5 + 4)/n) Bxy/BEXH, FHEE 2!
RENERA RS R,
2. SF DES, j = 56,n = 64, FHARE 2°° JIRIEA BEH TR,

FIFR#31ER (Exploiting Complementation Property)

1. B F DES 2—Feistel M8, © A5 #1814/ (complementation property): DES(—m, —k) =
—DES(m, k). (— RTIZNIER)

2. B LI FEIREASC K (Chosen Plaintext Attack, CPA) £F| X MER,

3. RATLGKEGEE m REME —m WMBLER, EAERTLURD—%,

4. Alt, ERTEEF

E 9T 94 (Differential Cryptanalysis)

£ 4553505347 L B FTREAR (brute-force) Bz DES B3,
CHIFEIERACNE (CPA) 3KEY (93¢, B0) o

B RN R AR5 (XOR).

15 S-box E¥ F(z,k,), AR 645D, by, HEHES A = b, ® b, FEMFE &,

> wbnh e

A=b@by= (2, 0k,)® (1,®k;) =, ® 79

Heh 3, Fl 2, BETT BER F SRR 48 (I AE XOR 2189 32 (12543, BENXEL S-box &
B 6 i,

5. 2T, MRZEOIRHEEE (output XOR) (¢, ® e, ) HABVAFESH (LABEXINEGIR, B b, @ b,
FEBTER, Tt e, ® c, BREBEMER, KMTHNELT S-box 1514), FHERE,
HFBEMRNES A, = b, ®b,, Sbox BHIES A,,, = e, D e, BB, B
S S LR T E 2 S,

6. BN ARELEERBNE S HIBE I R E RIS S-box Bl ES), B LU FEXAEE
R AP LS

7. B, MBHAES (b, D by) = 110100, FHLEES (e, B e,) = 0001, #4E S-box HE%
53755, M8 (b, by) MATEEREG 8 7,

8. EANb, =z, ®k;, B, EREMBESORERS, Pk, hafRFX 6 LAFH0E54) R4 16 Fha]
BE(E (BT by 70 by AIEIR),

9. BIMFEMBAZ S EE ML, B LI BHITHR,



KT 24 (Linear Cryptanalysis)
Plaintext ——

Ciphertext

8: MR RGIFRA
1. MEEDITNERERI—MERTAEREEEN “B AMERIEN ( “effective” linear

expression),
2. REXHRR: plig, .., i,] B iy s Tu] = E[S1s s Sy
p[?,l, e 7iu:| @ 0[317 cee 7j’U] — k[817 ceey S’LU]

By, iy d1s e Gy H Sy, o 5, EEIEMHSIE,
3. WEERE LRRARH THHARNTY P MENEX C RIMEE p FETF 0.5 (probabil-

ity, p = 0.5).
4. MR [p — 0.5 WERK, XEERTLUEMRMLIFN (accurately guess) ZHLLIFAS
k[S1, .y Sylo

5. BILERT, NTHWERD, |[p—0.5| = 0.5 @ p = 057 1), M—PSeENEBEEZE p = 0.5

DES 1358 (DES Enhancements)

WE DES (2DES)

1. FEABNEA K, ky HITWEME: 2DESk17k2(m) = Ekl(EkQ(m))o
2. RZZ 3 BHMIAXhial&®%E (known plaintext meet-in-the-middle attack).
3. @M (Meet-in-the-Middle Attack) RIE:
1. WF—PEEHEE m, FERFETEEN 56 (%A k& F, (m) HEEERT.
2. F&EX c = Ey, (Ek2 (m)), BIREAFAERTEEN 56 1% kit& D,.(c)o
3. 53 Dy (c) HIESE 1 IRH,
4, AR EI T AN Dkz’l (c) = Eké(m), WA REHERIERNZHEX (K], k), BHR
Dkl (c) = Ek:Q(m)o
4. XEWKE 2DES (FHRKE 56 + 56 = 112 i) FHYRILIE 2°0 JIRIEM 2°0 RIEEAER TH%
o XA R LRI 112 (M KT,

=1 DES (3DES)

1. R NER Ky, ky BIT='R DES#F (L12 (IBNEAKE): 3DES), ;. (m) = Ey (D (Ey (m)))o
2. 2016 EAMT —1R A CVE HNEBLZ LR Fo
3. NIST 1£ 2017 &£% A (deprecated) DES/3DES BTN, H7E 2023 ERFHTFAENA.



DESX

1.
2.
3.

4.

DESX ;2 DES M—FMEEY, SEERFETAER,
EEA— 56 il DES Z4A k, FF 64 (8B EA (Whitening Key) ks, k5o
MEEXR: DESX, 1, 1 (M) = ks ® Ep (m @ ky)o

DESX x ki, ko, ks(m) = kg ® E % ky(m @ ky)

IBEAZEA Ky, ks R T BIFHIMBIIRAREE ST

BRINFTAT & (Advanced Encryption Standard, AES)

1.

No ok wd

10.

1997 &, NIST EfR T —IRRE, EFR— B REAITRA DES, HFLHmE NERMERR
# (Advanced Encryption Standard, AES).

£ 15 MEFRZSES, 1%EEF T Rijndael fE/ AES,

AES B—THREHT (Block cipher),

12VERIET 128 {3 (128-bit blocks),

BERREE AL (Key length is variable): 128/192/256 {12548,

©2=—7%h SP F4 (substitution-permutation network),

ERE LM S-box (single non-linear S - box), EFRAF—1MEBHWATE—INETEL (—
1 256 FHWEKRR).

HEMISTHRME T EBHNE S LM SR (tight differential and linear bounds), 25 TES
B S AL Z R ST RIEE .

. REBEAIT:

- 10 BT 128 {UZH,
- 12 ATF 192 IH4A,
- 14 ®ATF 256 %R,
BETYUHIBHNBE, &89 EE 50% RS E (margin of safety),

AIHERYE S 51l (Potential Exam Points and Sample Questions)

EREQRL:

- REBWBFREBEBHE X R X 5o

- Feistel MMM, TIERIELRAEEMNEISCIL,

- 7% (Diffusion) ;& (Confusion) (VEEE. BN EERDGITHHNERE,

- DES & S-boxes #1 P-boxes {1{a B SLIH BYF1RIE.

- HREZIEIETE (Padding) B EH

- I{FiExX (Modes of Operation) FEHKIFIHENE, NAVMEBETEKEES.

- THERFBA TERERNNIRE (FEAN RN e FHE. HiRER), URXEREDS 5!

5B 5 TR IEREX,

M ECB~ CBCs OFBs CTR %IEI1’E*§KE’\J§¢EiEO
- aftmE (IV) 7£ CBC. OFB. CTRAHERAMER (BREFERE, EERENE).
- ARIIEEXTTEEIRIZHE (Error Propagation) #1347k (Parallelisation) S EMER N ERE,

- ECB: iR (EHE, ME/MEAIHIT.
- CBC: BEXHIRTMMAIR (HFfT—R), MEIRF, BEHT.
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- OFB/CTR: #EHIRFIMEREME, WEFERKE, BRWREN/ME/BEAHT BURTR
L)o

- GCM IR AHE S (BT CTR. 12HEEEM. MAC. H1TH),
- ¥} DES HEB IR E:

- BEEPETNERE,

- FIFR#M B BAYER RSO E IS R B+

- EREWE S (Differential Cryptanalysis) HEZA B8 (FIB@N/HMHZESD. S-box HFiE.
CPA) F1BEHH X

- ZTIE 24 (Linear Cryptanalysis) WER B (FHAMXR. BXRE) MKEHN.

- DESHYiE5R75%2: 2DES #1 3DES 194513, 2DES FE Y HRialtBiB I (Meet-in-the-Middle Attack)

A NEE R E,

- AES EXfX DES BVIRE, AES BYREEIFE (SP WLE. R/ZEBAKX/I. BEL. S-box).
TfilE

1.

AEWAARES (Block Cipher) 5% (Stream Cipher) HEEX3,

2. fi#¥% Feistel W48 (Feistel Network) dN{ali@id f&1 2 BYSE BRIZAD IR AT I RUIR RS, B B ABY Feistel

WEME, FHiRPAEEIRE,

. EXHXDZEEZERIY 8 (Diffusion) FiR#&E (Confusion). 7£ DES 1, S-boxes #1 P-boxes

DR EBTTIT M, URENNFAHEIE?

. A ATEREETERAPFEESINGARE (V)2 LI CBCHERX RG], HEA IVHIER, IVEE

REG? AA?

. Eb3 ECB. CBC #1 CTR =M L{FENEERIRTHE (Error Propagation) 5 EHNFEER. Ri%

BXHE—FHEIR, AFARRNTHER, BEXZREmERMNE?

. AT 4 ECB RATHEFERTMERKEBI—MRIVER. BMELFRENR M AEHITIR

BHo

. FAZRPEHMEIBRE (Meet-in-the-Middle Attack) ? &R X T NRILTIR BT 2DES, FHijt

BANft4 2DES MR MH SR EZARKEEMNERIKT (B30, w1 56 iIZARY 2DES &
EMRTF 112 (IRRRIRER) .

8. BIRELSTEIBIH (Differential Cryptanalysis) F£tE#i0S 4 (Linear Cryptanalysis) X
iR DES MZR DA ENEEREE, SiISENETAAERE RN AT
BEERES:
1. RFEMREEANNEIER, RELLBESNHER (BERHFRFT) . REEBEEEER

mzE, REEER—TERRSEXFT.

. Feistel MEBMAD EERF, BFHANBRBESEFFARAFNEGF, REFRNFIES,

é:ntﬁg L'L == Ri*l’ R’L = fZ(szl) @ Li*lo ﬁﬁ*ﬂ%%ig (LZ7 RZ) EE?U (Llfl’ lel)’ *'J}Eﬁ
XOR RYM4E BN %E R ERBYE N Ao

R OHBBAXSNTHER, X —IEUEMENSA;, SEREX. RE: ERASEXXR

S, FEBRX—MURHERASN; SEMEX, £ DESH, S-boxes BIFLL IR, TEIRURES;
P-box #1 E ¥ BB AR 8, 3§ S-box WHIHBUIEF. SIMHMEIIE, B 2RSSR BF
BE.

IV B91ER 214 MEENE (add randomness), FSEMEFERERNZHMNEZMERNEN, HEE~%E
TEINZ, BRINGEEIRFIEEMASIR, £ CBCH, IV5E— AR XOR BN, #ME4t
FrER, IV AREBRE, EEFEEFRTHNASRERFRE,

. ECB: IR, —MESCRIBIRRAFMFER GRMNMENIR, CBC: #HRTHE, —MESREIRT
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MR EEIIR BERYL) TR (FAIFUNAELAFEIR). OFB/CTR: REBEMR, B

RSB NI E IR,

. B ECB 3 #ERAMBA IR ERERINZRNMEZE = EHRANE X IR, XHEEE 7 BAXPREMRE

R, FRREETLUBEMEBEXRNESEMRIEMBAXKE, HEEAXEEEHNRES

=BT,

. PEMEEREF AT NEMZ T AR RARNMRIUINEENR/MRELT R, WEEXNFIEIEERE
VEEIE B, (m) 78, AETRNESABME D, () Fi. SRE E, (m) =

Dk2(c) BOUCERR , SEHLEIT ETREBVESARE (k, by)o RAATSAMK 112 {1, B EEAEL R 256,

TEF 2112, EtRSERE.

8. EREWAN. MABAXHBAREENN, BXNHHBEESHNBMRIEION. EBINTAE

(BAX, BX) MNED D HRIERTEH, METF S-box HIELIMEE. KEBIBIIR: SIRAXLLE
F&. BEXFFENZALLS FEZEIEMEMRNX R, BIWEKRE (BAX, BX) 3, FIAHER
mERBNERLLS. METEENZIEERL.
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