HENFMMEL2IRIEEIC Week 2

Nite

2025-03-19T12:18:00+11:00

RS (Symmetric Ciphers)
KLMREBUENESARRBEIHE—MBERA (secret key)o XMWIRAXMFRANE (symmetric encryp-
tion), EAMEMFEZESERANERERN.
WMBEH—MNBEE B, MI—MREEE D, Ak, HP D, @ E, Ni¥EE, i, XFARE
B EFEE M, 8D (E,(m)) = m.
EXRERL RS
1. Alice 1 Bob HZ=:
- — P EEH ko
- —MNEEE L.
 —MREBEE Do
2. Alice BEXIXEE m 4, Bob, FRINEHLEEFAAX (plaintext) SEAX (cleartext)o
3. Alice B3 HEZEX (ciphertext) ¢ RMBZE m: ¢ = Ex(m)o
4. Bob @I IHEFEEBASCHE m KEF c: Dy(c) = mo
—NEIB RS (cryptosystem) B— MEESEZUNMERSENEX. BEXHZEHRNRES,
ERENEZA L WBERT, T8 LR (computationally hard) S E X ¢, MEBZRA L BEERE
Eb4F (>=128), k FIREERVSEEIFRANZRIATIE (key space) K. BIREH B RSCEFFI7E 22508 (message
space) M,
XF 128 LeasaEReR, mep=ial K = {0,1}12%, B0 {0,1,...,212% — 1},
POEY A S LY it
1. RZHB (Stream Ciphers): —XIZ{E— LR FT,
2. $4A%ES (Block Ciphers): —RIB{E—3R (Z EL4F) B

#E924h (Cryptanalysis)

FEO A TRMEZEBR 2 AR5 (breach cryptographic security systems), F7EBMEREEZFIZ AN
BERT, FENEEENAR.

HMNERREHEERE:

1. SE2IHIAES15E (communications channel) BITXFR,
2. ST THREB RS (cryptosystem),

LM QR T 224A (Secrecy must only depend on the key),



Z 2 IRE2ER (Cryptanalysis Attacks)
WHERRWE B R EMNE R EMETEHEF:
1. MLk (Ciphertext Only Attack, COA)

- WHEEBRBEEX.

© BHley = Ep(my), ¢y = Ep(my), ..., c,, = Ep(my,)o

- BIREHREEMEE my, my, ..., m,,, WERH L, HEEBM c; HETH m; BEX,
2. BHIEAXHE (Known Plaintext Attack, KPA)

- WEEEIR T —LRENMBESY/ER (M, ¢)o
- BA [mh €1 = Ek(ml)]7 [m27 Co = Ekz(mQ)]: ey [mnv Cn = Ek:(mn)]°
- BARERHEIMERR L, WEEBM c; #ETH m; BB
-l WEBMEMZNRRENE, FLRATEER #include. MRINFERE,
3. 3EIFEASIIE (Chosen Plaintext Attack, CPA)

- WHEETLUEEHEE m HREWNNNEX co

- B [my,cq = E(my)], ..., [m,,, c,, = E(m,,)] (Eed m 23%EEH).
- BATERIERS b, NEELBM c; BETH m; B,

- b KPA 58, —LE3t KPA BIkINAMZEERD T CPA MIEH.,

4, FEIFFLHWE (Chosen Ciphertext Attack, CCA)
- WEHEEAILIEEEX c IR MAIBESCE R meo
- BH[c;,my = Di(ey)]s - ¢, m,, = Di(c,,)] (B ¢ 2i%EFM),
- BERERIIWERS k.
IRARE4R (Classes of Break)
MBREZIRBR MR ER:

1. TR (Total Break): EEXIIWEZHA b, ALTLUTEREMHREHEE D, (c) HRITNE

E,(m).

2. 2B S (Global Deduction): WEBRFERE L A, ERTMREFREHER D, (c) MEFHKE ko

(
3. HERHES (Local Deduction): IEEE X EI SRR —MEIRE BB,
(

4, (EE#SF (Information Deduction): WHEERSEXTEHEBXW—LEEE, FlaIXEFNEILEL

1. HBHE X XHEREE,

WK EE (Attack Metrics)

MRRLETICHEZ VEN, WEERBHNESRKETHAX, BAREEMELFRH L2 (uncondi-

tionally secure) B9,

EEREE—HHEFER, KEHEESE:

1. $EZER (Data Requirements): EEZ/DEIEA RERLTY.

2. WIBFER (ITFE) (Processing requirements (work factor)): HITIEZTE %/ ATE],
3. REER (Memory requirements): BEZ/DIFETIE,

4, IEMZ (Computational cost): EE%/L GPU 3241,



B #3238 (Basic Cipher Types)
HHFED (Substitution Ciphers)
BREZEERGENZBLER . MEZHH—IAXNEX 2 EF S REHM.

1. REZRZLYEER (Caesar cipher), S1MF MRS 3 1 (& 26),

2. EMUF ROT13, ERAXEIL 13 i, HEAMSENEZERASEEIRIRAN: ROT13(ROT13(m))
= Mo

3. BRBIREED (Monoalphabetic substitution cipher) & 26! (fi5k) FRREIHIRT8EZRER (49 2°° = 88
Eb4F)o

4. ARBVFDRBZWER (MBXINE), FIAFBHAEZ R (frequency analysis): £FF
(Single letters). Zi%{&k (Digraphs) (FEX). =& (Trigraphs) (= 1MNF&).

SRR IRE: ATFHEREI (Homophonic Ciphers)

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

DXSFZEHCVITPGAQLKJRUOWMYEBN
9 7 3 50 4 6

2

1

1: REERE
EEEMRENE—MERENE, cAZMISER—ERFH (fI5, EAJLUBREE[C, ¢, O])

1. FEHRRMIERBRBRER, BN BRS TRNBIE,
2. FH P (REPREINFE) WSRO NFNR, /MR EREERS.

E#D (Permutation Ciphers)
BB AR OIRIZES (transposition ciphers), #ZZEEA m 2 — P HEHIER (random permutation),
1. éﬁﬁ;ﬁ:%\ m = [ml, m2, ms, ceey mn]o
2. MEWEN: L (m) = [Mr1), Ma(a), Mi(3)s -+ Mir(n)Jo
MR m BREANER, HIMIKMAUE 1 MR 3, E 2 BEE 5, UE 3 M§FE 2 F, B4
E_(” crypto” ) =7 PYCTRO” (REIBHRILESHY),

#ERIFER (Vigenere Cipher)
ERT 16 HEMNT T, HEFRTIEBE—FHZREMEN (polyalphabetic substitution cipher), BH%
MEREREIDAR .
1. WEERHAR— N EENRI,
2. @ X ZEHF1TIR 26 MN7% (addition modulo 26) K17,
« L+C=11+2=13mod26=%6 13 PMFRF =N,



Plaintext: launchmissilesatlosangeles
Keystream: cryptocryptocryptocryptocr

Ciphertext: nrscvvozghbzgjylecurlvwzg]j

2: 5 R I ERS

« N+Y=13+24=37Tmod26=% 11 M F& = L,
- FE AREOONER
3. MRS TR ZRLUE IR B DA E,

HRESERIEFIY: ESIEE (Index of Coincidence, IC)
HE BT ZBEA] LUERESIES (index of coincidence) 58218 X 19 FF K.

1. EGEHE—MRITEEZ, BT IHMER IR AFEREE HIERF ZREE,
2. EEEH L ITERLA:
Y i=A"F(F-1)
B N(N —1)
Heh, F;2¥81(A B, Z) BEXHHIH, N BEBEXHKE,
3. WFERRBEIERRNX A, EEHEHIHERAAE K, = 0.0667,
4. MRXAKZHEN, FREIHMRES, BABSTREMRR)ES: K, = 0.0385 (=1/26),

ERESIEHICNES RIEBNERIKE:

1. BEXOM N MIF (slices), HEBENE N M 78, ARTEXETFIFHIESIER,
MNAER N EEE IR,

RATEENERKE |V EEFTFIESIEHRRIEEREIREE (0.0667) HIBTME.

—BEPRE N B85, MATLEERN N MK, EXNENMIE C; #iR— MR
REHE,

5. A% ERiEHEESMEN, HEFENET IR (50, MERTHIEXNESIEHATERERR).

K

W

XOR #f1—X1$#t537s (One Time Pad, OTP)
XOR (58k):

1. XORZ “BERFH’ #fF: — M S —1, BFREMEEE. ©=& 2 1l7% (addition modulo 2), A
DFRR: a®b=(a+b) (mod 2),

BoMBEcRaHB3E: AA=0,

XOR i# 45 &1 (associative): A@ (B ()= (Ao B)a (.

XOR ;% B 3%#i12 (commutative): A® B= B® A,

XOR ERTFREFHIRMREY, KBRS, BT KSHEERIBVELL,

BRI, FR(IXEERRRTT XORIZEE, BN SZEAM (key stream) #H1TR T LA RLE o
X54ERIF (1R 26 MN3%) B2—FH, HE XOR 2 2%, AARNLENZILIEFMARE
&,

No ok wDN



XOR IN%E :
1. JHE m RUSWER k #17 XOR:
cc=m®@k
cm=c®k
2. AT XOR Lfr L BEFT R ZEBI—, FILERBZMRAE:
- MNESIEEREZHEKE N,
- BEXBA N #585#17 XOR.
3. XEHBRBHAcD =mdkdm dk=modm’
4, FREBHEHEEBEBARAFHTTT XOR, B HEEMEMNITRYE (REEFTY LI HMFFHER). ARG
REZBEE,
— X1 #1532 (One Time Pad, OTP):

1. —R4EBAERNBAXNENFHERAFTENE IR,
2. —REZILERTERS (perfectly secure) B, BilRE:
- WEZEA kK 2EIERHB (truly random)s
« BAXAEE (plaintext does not repeat),
- BIARAEE (keystream does not repeat)s
Kt LRAEFR—TERIPESHEIR L (zero security).
HEEREBT T ELERNNZHEMNEBEX E2=E— M EERTBE .
T BN B B —REBBE. BHOREEZKENS— AR
ZCa@: B % (key distribution). ZEFATHEL (key destruction). [E#F (synchronisation),
kBKEXGS m t8E. IN% 1GB #IEFEE 16GB WHEZH,
. AFBZRe. KHEFI\BE (ultra-secure, low bandwidth communications), FIMIEEIE. EH
Fl-fERRImALL
9. k3k: EFFEIAP %X (Quantum Key Distribution), BFZHEBELZLS XZEH.

® N oo s W

SeRREM (Perfect Secrecy)
FRRFENER. BEXTERXTHAXHEMER.
1 MRMFARE M € M, c € C', AXHMEXESAIT LRI (statistically independent) B, MZ

BEETERDZME:
Pr(M =m|C = c¢) = Pr(M =m)

2. RUOBEBABETERE S, REET, EAZHEES, BRLLERERS,

f&#i2 OTP (Breaking OTP)

1. FRERNERD (Two-Time Pad):

« WREAR—IMEAMERNMEHERTEARAELE (perfectly insecure) Y,
« R NEE my, my, ERABR—ER L INE:
-c;=m; Dk
-y =myDk
- BEXMESGHIT XORBILUHEBRER: ¢ Py = M BkEMyPk=m EmoPkDk =
my @ My
« HBFRIEM ASCITRYE, my @ m, BERBZHE,



2. AJ¥Bi s (Malleability Attack):

+ OTP MFRERMELEESERIZEM (highly malleable).

- WEEAUERMEZANERT, BEEXXFILRE, MMmENREEAX PRI R,

- =l RAXE—N—IHREv € {0, 1} (0 A% Labor, 1 %% Liberal), Alice fEf OTP
MBRE c = v @ k FEE, Mallory BFEEX, BIELESEREXC = c®d 1 =!c. Bob Uik
B HBRZ: B hk=cPlPk=vPkdlPk=0v81 =lv. KHEERNRETK

RER

BN ERERE2E (PRNGS) #1355 #6D (Stream Ciphers)
fhEEN R 2 (Pseudorandom Number Generators, PRNGs)

HERZEMEEMIIIER: 21EFA (Session Keys). ERE. #kik (Challenges). Nonces (FEHER)o

1. itENER_ EEHEMR (deterministic). FEtt, BEIEAIFENLMY (true randomness) R¥EFRTFo

2. BT EBRNRSEEMNMNMY, BHIVERABENEERK KL (PRNGS) REMBERSAIT LN
oprfsal =20

3. FIEER2BEN A28 (Cryptographically secure pseudo-random number generator,
CSPRNG) @—7# PRNG, HAFM4FHIERFERF,

FEH1ERY3RE (Sourcing Randomness):

1. PRNG HRETEIRIHIFEM “FhF” 3R (seed data) &= EBREINERFMENAHE L ET o
2. AFIENIEHE SN, THIMIMLRY. EIEREYBEREPENLMYE (8 - entropy). XAIEEEIE: &
BIREhEZRIFAIZE (Thermal noise). EBEIRENEVIRALRZEH (Low-order bit fluctuations of voltage
readings). FAFPHIA (Userinput). HEitEE8 =TI 1TET (Geiger counter click timing).
3. FENLMESERR L IRMEIRTS.
PRNG HJJEt¥ (Properties of PRNGs):

1. HHIZEE M EFE:

- AJEEM% (Repeatability)

« T RENLME (Statistical randomness)

- KAHRR/1EIF (Long period/cycle)

.+ IFEME (Computational efficiency)
2. PRNGs BE LT A UAE:

+ St (Statistical tests) ZIaH F Y PRIRRHIRE,

- MR FESIERNERF Z2R VIR (Inferring the state of the internal registers),
3. PRNGs ZZMBAZHBEEXEE, ENEEZRESMIE (single point of failure),

$$7%E8) PRNGs:

1. RS ERME (Linear Congruential Generators, LCGs):
- BIFF o, MW 2, = (ax,, +b) (mod ¢) ERFTI 1, 29, ...
- BHEZ R Cc
- BEWE (Vulnerable), AANRFTE=ME v;, T, 1, T; o FAETLHERE a A bo
- s ERRELI, REFEFIIPERFN— K, ERBEMFAIUERST2ERNES
(MR ARERAER).
2. B RIHIB(1F 7728 (Linear Feedback Shift Registers, LFSRs):



- EREMAES—RIFESHIEHEMEBATESR.
- MFERHFEFSRNTRE.
- EEGPLIIERRIR (BB ERE 1 b ).
- AR #SKEZE (tap configuration) ATLIM 2n MR LELSHE, HF n 2 LFSR WERRKE.
3. Hftt PRNG Rfjl: RC4 (BF 256 FTHEARI B %), ANSIX9.17 (ETF 3DES). DSAPRNG (BF SHA T
DES). RSAREF PRNG (EF MD5 &kFIF0#& 2128 fin3%). Mersenne Twister (B FigR# 219937 —1,
B—MRIGEAEFES, xl ZERER PRNG),

PRNG ;&R (PRNG Vulnerabilities):

1. TEIERRFSIREIERLA,
2. {£F PRNG FFRIZEARE /vl
- fEFABY B B 1T #1233 PRNG HiIAN#1THE %I (Hash PRNG inputs with a timestamp or
counter)o
- {B/REFHEM PRNG (Reseed the PRNG occasionally),
- W1R PRNG 2, iE, FERETIRERIP PRNG jit (Use a hash function to protect PRNG
outputs).

PRNGs BF%%3 (PRNGs for Stream Ciphers)

FE—REERASR, HNNE— XS r, HXONSHEE mBE, BXZEc =1 mo

183%: A—MAIBENLTE (pseudo-random stream) &t 1,

PRNG ¥ (seed) TABZE A ko

m#E: E,(m)=m® PRNG(k).

. 8% Dy (c) = c ®PRNG(k)o

. HE kW B — N KBIABENLIREY, XHEFRREER (stream cipher)o

FREEY (Stream Ciphers):

1 =

- SFEMAER.

- L2M PRNG AT UL DARIEIRE S,
MEBNR M BIZIUAT RN ERSRN T2,
TEIHE _ AT LR BIFF k 55 PRNG(K).
. BF L R ERA—X (The seed k must be used only once)
PRNG WABBAELSHEE—H#K,

—RYEBAR—, REERS RHFREREN (secrecy). JHEERFITIZPMATBERIEL,

AW e

S

.mwhs»!v

ERRESTHES
UTE—ErgFNE RBAIRR, LEESINENED.

AR

1. BEENEPHISMELN (Z2BE. TX2EE. Eve KEERE),

2. BUHFERENHRLIRS GAE. REME. TEHE. FAIFIAME),

3. MHEBNEXNIRE XEZH. MBEEE. WEEE, BX. BX, D, (E.(m)) =m)
4, BHEARS (Cryptosystem) BIE Mo



.°°.“.m.U"

12.

13.

14.

15.

16.

17.

#EAZRiE] (Key space) MIBFAKE, IBREATAT BT ROBEERE (BHHER).
METY (Stream Ciphers) #1534 % H3 (Block Ciphers) B3,
#3921k (Cryptanalysis) W BIFHESRIR (NHE THREBRA. TR TER).
FEMNED R
- MEEESIIE (COA)

- BHIBEASIE (KPA)

- EPEEANIGE (CPA)

- EIREIGE (CCA)

- BERClZEREEENNES.

. BIORBOER. LW, SRES. RIS, ERHES, BERCINTERERR,
10.
11.

BERNENES (BB, LIE. AE. HERE).
=% A TE il
- HHFED (Substitution ciphers) (B RE#. S#ZE. ROT13),
- PRBKETDORER: XS
A S %60 (Homophonic Ciphers) SfFAiE R SR BHARESHE,

- BIRER (Permutation Ciphers) SR %S (Transposition ciphers) BRI,

- HERIEFEH (Vigenere Cipher) RIE (ZXRE. EEFH. | 26 VE).
it S R IR TR KA

- EA15% (Index of Coincidence, IC) BIE X FNEMA.

- ICHIHEAT.

- WFIGEA ICTAELSE REZBMNBRRE (. ITETYIC. SREER).

- MEBAKERUAERE (8 MIFHARREIR),
XORiEH:

- XORMEMHMELEHE (cDb=(a+b) (mod2),Ad A =0, £&7, JifE).

« XORMMEAFMEZE(c=mdk,m=c®k)

- At ATEER XOR EBiS (FHEEE) BREWE.

- IR ES FIARY XOR T (BAIEFIHEMREH, m & m/, MEEBESTRM).
—X1£ %182 (One Time Pad, OTP):

- OTP BIE X

- OTP TERZ (Perfectly secure) & (BIRHIEMIN. BAXFER. BHRFES),

- OTP RERLHIFIE (FEHZAERMPENZX)o

- OTP Wiz R (BPKESHEHER. BP9k, BERHESE. AP

SRR EMH (Perfect Secrecy) MEN, EBEANTAXRZHEBRLELNTEREN (FHLHEE
55)o
OTP RYTEREA R :
- BREANEBZ (Two-Time Pad) & (c; ® ¢y, = my ® my, MFAIFIRESTTRIEWRMR).
- TJEBtEILE (Malleability Attack) (T & WNAEAREIEZ BHVIE R FMEKBEX, =El: &%
;X—r)
{hEEINERERESS (PRNGS):
- AHHAEE PRNGs (iTBENHAENE, MLEKEERIINE).
* PRNG vs CSPRNG,

.« FhF (seed) RUIERFIBEMNIERIER (45).
- PRNG HHREEEHE (FTEES M. FitbailiE. KEH. ¥XK),
- PRNG HERER (Fithif. #EERIPIRE).



18.
19.
20.
21.

- PRNG BYBRRIGHE (BR5 1M+, EMEM. FRiFH).

HE

PRNG RYRIEFRR (LCG, LFSR)o

WN{EIER PRNG #IRER (F, (m) = m @ PRNG(k))o
BB AR 2R (BURT PRNG KM, MFBAREE—R. AHKE),
REDARRYE (RABEREEMNE, HEMEHER).

mflEE

1.

1ARY

CBE

i

. FERE

4

MNIFEBHN TERE, HIIHED=MNMBELRENR RS, EREATATELENER

BRT, BEEXZEITE LE®EN.

SEER. WMELERERNBEBRHITIIENRE, Alice BRHZEA L NMEBEE E,
BB m MEMEX ¢ = E(m). Bob Bl c f5, BHERNEA k MBEEX D, BHR
ZRIBAX m = Di(c). RENL LIRS BIEHREN (Confidentiality). 5B (Integrity).
iAIE (Authentication). FRIEiAtE (Non-Repudiation), TE5EMBZIALNERT, &
BAZHIZIT it E EEM (computationally hard) \ZX ¢ RIRERX m %450 k. X2
ERZAEAEE A (50 128 L= Ax R 2128 #haTke), BAIWBERETIT.

MM (COA) FIBHBAN KT (KPA), FRRRIEIRBAN I T (CPA) S0fAILt KPA 58, 3¢
B CPA I 7=

BSELER: WEXKE (COA) F, WEERBEHN—IMHZIMHE—FBHANENEX, BiFE
MEH N LA BHRWME R L. BHBANIE (KPA) 1, WHERT I, FiHE—
LR AMZERBAN/ZT, BineMEBHRMERE L, SIFANIE (CPA) F, K&
ER LUEEFRERBANHIREMMHEX, XES CPA LL KPA E58, FEANKEE LG OISR
SCRIRMZRD R ARV ES M. BMEX KPA BRI IBIZ St AT 8EXT CPA AfE535. CPA BY—NRZ
BipsR, REERHHRARANEENER, FEXEBERWNEHLXEIR, MER
RIBEEST, FZRIEIRAAS /B3 R 3R

FrasHESRILEE (Vigenere Cipher), UKRINEIEAEEIE$ (Index of Coincidence) ki
SR ZBHERKE,

© BEER 45RIEHE—MSRERED, cERA—NESENREFAIREER, mEL

EEEENSESZHHITIE 26 INiE. ESIEH (IC) 2—MAITEE, BF Mt FELIE
AN FEHERMER, BHMRERIEX AN IC £ 0.0667, MAREN XA IC £979 0.0385,
WRASETEBNXBSBEEREZHKE N, XBRBIEZXHRA N M9, 810
FEEEEXTREMAENRR N NFE. ARG, TBESMIFNESIEEFRFEHNE. FFAEN
N BESIhZ31E, FHESIERRISERIEREME (0.0667) BAE1 NV RATEEMEEBHIK
E. XRERASMIFEZANENFTSERT, AT —1TRRBREE, MERBIRTXK
THADBNF RS, EitE IC SFHATEN IC,

4. WE—RMEZBZA (OTP) 5EER L (Perfectly secure) IRHEHA, HBEEAMTALKEPRIMER

oTP

HITERABE.

- BEEZR. —RMEBRAK (OTP) BEER L (perfectly secure) B9, i@ E=15%: 1. ¥

FRAY AR EIEMHAE (truly random), 2. BAXFEEES (plaintext does not repeat)
(B, BRRTEEES), 3. BIHRFEEE (keystream does not repeat), HEx
ZEHNREET, B— 1 EERNNZHEMEEX L, FENEXHEREERYIE, MNEXHT
ERBXRTHAXNEMAES. LR, OTP RLUBTEABEE, FEREETHEEZORE: B
AV S HBKENER., XE®EENE 1GB IR, FTEMLLEZE 16GB WHEEH, XHK
T EANERR & (key distribution). Z$ATEHEMTSAHEER (key destruction) IR, £H
HFAREBEMSIEEFILIR. CEBERATERS. KFEREETR



5. FARNMBVELERKSS (PRNG)? BN AEEBEPREEGTHEBRFT2 MMV LK S
(CSPRNG), LUK CSPRNG HyFF3EE (entropy) WM FHREMNEE M,

- BEER. (WHENEERMSS (PRNG) 2—M&EE, EET—MIBH ‘M7 BIEER—1Ei
XKt ERENINEF 5. BT itBEVEHEMN, TEFEEIERNRENIY, FILFEE PRNG K
TEIAFE 1, BIDFRESHHNIIERE (CSPRNG) 2 —M45%KAY PRNG, HigiHEERHE
ERFEMHFRIBERT, TTEMNBELFYRFUNRSRAY S H Sk A apRL, MmfEHEE
FETFZEEFEMNA, CSPRNG WE2MRAEE LK#FHibFREFNEINE, BN (entropy).
MR FASEIEMIN, HEBEBHAE, REETESBEIEN. EHEBHDFFHFHIRIR
SREWEFUM PRNG I F5. F10, MNRHPFREFRAIFTNNAFARSHEBF BN, KRG
B 0] gEF X LS ERIGAR PRNG, HMEMENBIEASZNZ S, B, MINBEY. EIERE
FRBE SBT3 F CSPRNG HREMEXEE,

REXNEIENIEHFREE)!
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