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EERLEMIEZE (Introduction to Security Basic Concepts)
RLMIRE5F:IM (Security Headlines & Impacts)

- WMERHR Y REIEHNERE ),

- BEEERETRAETSRMNE 30 {ZFTTHY 58 ML E.

+ 2017 F£F 2023 Fjg], HMYMBLEMEXLBNMEBENEL? 30 {ZRTT.

- BBt EIEESETEXK, FINEEBFLSEEESIARNS B IRGHER Atlassian BITMEE
4 Confluence FII—1 4512 (bug) BX.

- BERE (vulnerabilities) REBEFBANERAN. MARBE—TTHEET 80 MNRHE.
M, ENRAETREATFREESHT Office B “Z{RIFFIE” (Protected View) , BHIELURIBEINIT
Fxxt, MARZHRIPET.

- BINEEEHSRERNERNSRITEE AR EFE S,

- BFHREBEEM T B TURAY X BEMIGHEZE (critical infrastructure assets) , BEBEIR. IR
7. EFfRE. BM. KNREE,

- YIEEM (Internet of Things - loT) ETEIREA R,

EERLHEERHE (Main Aim of Information Security)

- ERREFRLER—IHFERIEE (resources game)o
- FRIRARZ X, BRNRBILXMFATREMIIAEFELRENSE BIREMTI) MBI Yo
- BRI FRRN Y IEAFIREIEN Xo FHFFEFERLE—
- XHKREEE (Time). &% (Money) Mit&EEES (Computational Power) BZEIFRE, ITHEEE
FIeT LURAR F Y ) e A & £ o
- XRKE:
- REGEBNER, R2BAEBRIINRRES,
- REFRBZNNEE, RSB AEBRIINRRESA,
- REFEBMEE, 2B2BAEBRIINRRS.
- AL, FIBEREEBAIERN, HARZBIKK,
S ERENEMRERTERINRAZMRHEFRIPHOERIEEE (adequacy) WZE, XEMN
“Be” (security) BREE “A%£” (insecurity) BIBER.

R BAEN (Basic Principles of Security)

ERLEBEXEUTZOEREN:



- JAEtE (Authenticity) : JEBFEERIRIR, XBIEHEENTEM (integrity) MFEY (freshness),
EEERZREMR (replay),

- MEE (Confidentiality) : T—E&BYiE] t WIRFFHEEMZEIEES .

- REME (Integrity) . JHEERMIEPREWEN. REBTESRNENER,

- FAIEIAE (Non-repudiation) : KIXEFRETINERKXTHE. XS5IAEMHEX,

- AJAtE (Availability) : FIEARSSEE (quality of service) , BE @I ABHE (fault tolerance) K
SSI,

- BRiKtE (Covertness): EEEEMNME, XS5ERM (anonymity) X,

H{th7E X (Other definitions)

- REMH (Secrecy): —MRARIE, EREIERIAINITHIER.
- Be#h (Privacy) . (RIPIREIRR AR AMBRBVRESA/SANF), BIEIREIDATIEL
- E&% (Anonymity) : (REFHEXRIR/BRMERERNEEN/BE,

{S1E (Trust)

- —MRIEENRSE (trusted system) RIEHKXKAIRERITZ2RBIRT,
- AR fREEfEEIE?

RSRMBEE (Reasons for System Failure)
AGRMERERGITE:

- RIPT HBIRIRE,

- BHEIRNANRIP T ERBRE,

- MM RFEM T EIRHRIZ.

- REEIEMIBMEANED (threat model),

- RBEEEBIERET (paradigm shifts), FIINEBRIAIHIT,
- KREEIEMBHEHRSKRSERE (scope).

te5h, TEEMRESHAZIRE:!

- REENEARERABERGTPHFAEHEIR (bugs).

- BHEXWMY (Internet protocols) 7EigITAIHIEFERZ LM,

- BEETRERERAEBHNZERATRS.

- RIFMAFERAXLRSE, EEHEE, FRBIRNEE, A2t TE-EM (social engi-
neering threats) , FISIMLEEIE (phishing) . AXFFERRFIHFAIIFT (weakest link),

- MBZARIEE (Cryptographic key exchange algorithms) FIRER SR EIREB DR AINE T
IEAH (quantum computers) BYK i,

Kerckhoffs [RI2 (Kerckhoffs’ s Principle)

- ETIEMECIIRE (Security through obscurity) 2T,

- RREZNRGHNG GRTHEZRHEME) N2/,

- Kerckhoffs RIE: WF— 1 RIERSMRS, FAEBESANGEFETER (key) #,
- MRBZERBAFN, BTEWHMR, BAXPMRARTHNERS.

- MR—ANEZEEMNEN, HEREAMRTE, BaTi=sEHZL .



FRERKHRLER (Different Systems have Different Security Requirements)
FEANRLGEARANRZESERMES:

- SRITRE:
- iIBWHES (Bookkeeping system) : EEHIFTENM (integrity).
- ATM: 13B®2 (physical security), ZFiAiE (authentication),
- M_LE$R4T (Internet Banking) : 3AME (authentication), W% (availability).
- ERRHR.
- ER\EE (Military communications) : B2ikt¥ (covertness), aJAE (availability), #1
#1* (confidentiality),
- DERE (Compartmentalisation) : 1%t (confidentiality), aJFt% (availability), it
FURESH (traffic analysis)o
- ERERS:
- TE4%4EE (Online database) : 5TE1% (integrity), PEFA (privacy).
- ZiR2ESr (Telehealth) : JAME (authentication) , #l#¥ (confidentiality) , AT
(availability) .

RFR L (Securing Systems)
— ‘R ALEEEZ, 8
- —APERIAH, GIINREER. MBI B+
- EAEISHE, U0 PC. RERL. B
- NA, GIINMEIRSES. TERS.
- ITRI,
- BRPMEER.
- BPMINBAERF,
- BTEINEE. ENE.
- AR IRR. BEEMF. BUAR. KENMEINEBER.

KR (Passive and Active Attacks)
MILE IR BT A3 FO R I A E B o

- #EhE (Passive attacks) | R REIBIE T hiE, KREERBEMMKERES.
- Bl FE1E: HGIFEE (eavesdropping) , HEEHMESME (message interception and
release) , MEDHr (traffic analysis).
- E@ME (Active attacks) . WHEREER. BIFH ISR/ E R
- {hi& (Fabrication) : RERINN—ARNENHRIENRS, HlFEIEEFR (masquerading)
BIERELIRNARIAIRI
- i (Interruption) : RAZF=WIKITHTEARRIA/TEER. FIFEIERTMERELIRS
Wi (denial-of-service attacks),
- {828 (Modification) : REFNN—A RREUARIN, EEKEF=, HIFEIERTEIEXH
PR ESRER E.



RPEiEfE (Assessing Risks)

- RBFLMNRREESKEEEAYEX (W EXRFEEKER),
- NG EESERATERESR, FIXRITEEER (Risk Assessment Matrix) o

B£E (Summary)

- ERREE—HEREE,

- FMERGHBRE (buggy), RAHEK, KAES,

- REEMERMILEEN.

© THRMREIRSE, THE(RAVENAMEERL,

© REARENREWN, FIERSAHERN, FEREAHEEW.

© AKFERREHEHNTET,

c IR REGHERERERHTS, A MRURFEUEMRAAZRAILREN, MRMAEHNK
EHARIERRAR R EM.

#EL% (Cryptography)
51E (Introduction)

- BRB¥ (Cryptography) RHARSZERE (ciphers) RITHAXMHFRANFERL,
- HIBFHEMIEME (building blocks) tFFAEBIBFEEIE (cryptographic primitives),
- BlFEE: 1A EER (hash functions), 7348%53 (block ciphers), &S (stream ciphers),
HFER (digital signatures) , BENERERLES (random number generators),

BA#13 (Basic Concepts)

- RERf: X = Y EXWT
- EXIH (Domain): £& X = {z{,29,...,2,}o
- fEi% (Codomain): £&Y = {y1,Ys, -+, Y Jo
- WFEREHf: X - Y
- x € X #9% (image) ¥ f(x), BY M—P ko
- ¥ f BB (range) BFAIEBHNES, BY W—1F&,
- MR f(x) =y, M = fHy) HRyB—PEEK (preimage),
- flEn: & f: {—1,0,1} — {0,1,2} ®XH f(x) = 2%
- (=) =17(0)=0,f(1) =1
-1mEgR ({1} ={-1,1}.
-2mEgRE 1 ({2)) = {}.
- fBEERZ {0,1},

B R (One Way Functions - OWF)

- EEFAKEN n WIENFHRNES, B{0,1}", Fin:
- {0,1}t ={0,1}.
- {0,1}2 = {00, 01, 10,11},

- —PEE f:{0,1}" — {0,1}™ 2— M EE&EE (One-Way Function - OWF), #&:
-WFFEr € X, HE f(z) B “BHBHN” (easy).
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- HE—PEB (preimage) & “ITEFRAIITRY” (computationally infeasible).
- BN
- AT x, HE f(x) RBER.
- A% f(x), T8 x B3
- FERFHIF (Smashed Plate Example):
- ERFNIES—FER: 2o
- EE T ().
- HEERK N (r) 2EEN (BRERATEEN).
- BUENMZ4IRA (Data Encryption Standard - DES) BRI ABE—1MIF:
- f(x) =DES(m, k) = ¢
- BEEX ¢, HEIEA kMBEX m SEEHN,

IS # &Y (Hash Functions)

- MAFEEL (Hash function), i2fE h, R—MEERKFRHEEMMMFAIIEERKEFRFENITE,
- BRERBN=NDEME:
- E48tE (Compression) : FEENEMLLSIRETHIEERKENLL SR, BEREKENT
EF 512 thHE. B IAISE K EETE MD5, SHA256, SHA512,
- BitHtt (Ease of computation): AE h Mz, HE h(z) BEREZN.
- TR FEHFI (Keyed Hash Functions) : BEIFHRIBIZEE (k) LEBEE (m) AR
HiNo
- IBEMAC,(m) = h(m, k).
- BN ERIAED (Message Authentication Codes - MAC) SE T MFEAEEIAUE
15 (hash-based message authentication codes - HMAC), MACs BZHRMZER, BT
G5 1E MAC,(m). ERIEMA—NMNZERLKA (cryptographic checksum)o

R FRIEIER (Properties of Secure Hash Functions)
®h: X - YR 1PRERE. ITERE, ERTHEEUTER:

- #1 R{GigINtE (Preimage Resistance):
- ATy, HE—PRGzFEB h(x) =y 2 “BEEN” (hard),
- #2 BZE%IEHE (Second Preimage Resistance) :
- AE—MREN «» (EktbEE y = h(x)) , REBS—NFEN 2" #+ = #FF h(z') =
h(z) =y 2 “E¥N,
- #3 IniEtE (Collision Resistance):
- RAMEE—XAENEAN x £ o' F8 h(x) = h(x') B “EHN
- AR 3 MREMES (implies) #2 FTRGKMM. BAMR #2 Tl (BIRBHE '),
A #3 AL,
- —NEEEFEKLE (one-way hash function) & #1 #0 #2,
- —MARER A ERER (collision resistant hash function) & #3 (FEIHHE #2) -

I E RSB (Uses of Secure Hash Functions)
BHRBELTE BB BNER T#HITAIRMIA (confirmation of knowledge) AEIEEEH,

- e, EFBIEEMEZEXMEFESES Alice, RAFAXZMEEEHIEHE. 2R Alice HIE %M
2, el LUt EERAEH IR S MAEX MME, RSERFRHRZEN, XIEAEMEEEA
BEREENES, RAANEERTRERER.



- BZF 1: BBXHF (Password Files)
- ERSVB LGB BENKREE, YAPSKERN, HTERANBENKREE, H57EH
HIRE T EHITIL R, MRFBNHWE, WEEFEMBHEHTER (B “HERR"), R
7 BE(E X L,
- BIFE 2: BEPPMEMNEIEN (Virus Protection & Host Intrusion Detection - HIDS)
- AN 2 HE h(z) HAERE—IEBERANME (off system) . EHIEMITEFIEXH
MR HEH TR T LERFENIEEE,
- XENBZRGIERY (#2) EEXEEMN WHBENELIRE—P ¢ o’ #18 h(x) = h(z)
(EMRSHTERNMY ' EESREXG ¢ BRNMREE), BNHES T LSRR AL M.

S2p5m4 % Ei¥X (Real World Hash Functions)

- MD5, SHA-1, SHA256, SHA512 @ EMHIAHE K. TI=EEE KENHIH.
- {530, FFFH “ELEC5616” LI REMFBRBE=ERRNEE KEHH,

- MD5 (128 Lb4%)

- SHA-1 (160 Lt4%)

- SHA256 (256 Lt4%)

- SHA512 (512 Lbi4%)

I EF B E (Hash Function Attacks)

- RigigintEmE (Pre-Image Resistance Attack) :

- & (brute force) EEBOMHPEIEIERFABEIRENENSR. FHIE (dictionary
attack) REFPHN—1F&E, WEBEFERSITEIFNERE/MEERTIR#ITEIH.

- AUERARNRGERRERGRAE: BIBERE~E— n bisHEH y = h(z). AT
RERG 2, THEESR 2" L iRETEAERE—D a @B Pr{h(a) =y} > 0.5, B
ME, MBERMBERHAE 2 = 1024 P “BF FH—1, TESITHA—¥ (2° =512)#
BEREIE.

- RiEEXE (Collision Resistance Attacks) :

- £H®E (birthday attack) R—HMEXHRAGEMENKE,

- £B1F® (Birthday problem) =fl: E—1MEEIEZTELZ LV AAEFEEFRAREERNE
H? #XRiBT 0.5 2FE 23 A,

- WF— n LHASHIA R R, THHBEER 272 REEHYE B NIAE HE A S ERHERE .
XERAEBFICHNERE, HEIFFEVREN G ER R SR L B E 5 X R R E
RANBMEESEZ,

- SHAttered 2—ME&& M SHA-1 Rfi#EIE L. Google £ 2017 F£E# 7 B/X SHA-1 fififE,

147 FEX#95& (Hash Function Construction)

- Merkle-Damgard ¥35& 8 F#3% MD5, SHA-1 #1 SHA-2,
- EFRA— M RkEE (V) — P EEEERE (one-way compression function, f)o
- SHE MBI n 1 r LLAFRIR,
- HEKEATZEEEHE (5190512 Ebis) BEE, EibERn B i@ RFEEH (padding
function) #{TiER.
- Sponge ¥&EF T35 SHA-3,



padding

Fixed-length hash

hs

1: Merkle-Damgard #3i&

;HEIAIEED (Message Authentication Codes - MACs)

- SHEIAERS (MACs) ERZEE (k) M— N RERE (AIURREARFHRE) -
- MAC 2—MEARFBRE Ay, : {0,1}" — {0,1}", BHEWEN, BTFRIEWERHEE I, (M),
- MACHIBE#R (Goal) Z:

- HRZEAMFEWAREZWEZAR, REHESIME (message authentication),

- 5307#& (eavesdropper) TARIEREBH R MAC BIEE,

- MAC BT EEBREM (messageintegrity), EFATFHEHEE (message secrecy).

MACs BJJEt%¥ (Properties of MACs)

- BATEHEmMESR L, WE h,(m) 2EZH.
- BTEHE-MACR (M, hy(m,,)), ERMEZRA L OER T, WE— MR E 8t (my, hk(my)) ,
Hfim, #m,, ZEHEN,
L
- Alice #1 Bob HE#MEZH k.
- WEETZERAXRTEERMMACHEE, RARGHERE k KitE MAC(m) = hi(m).
- il 2:
- MIRMBHERBA RSP, HRESIXHNER BIBRAE) EREKIEEY . RS
BEREIRENE?
- FHAMACH, mEXE (B2) BSEBEHITELENHN MAC, AAEFRNEZEA ko
- B2, NRRSHEENR, BRI UEITFESIRES BT 8RAD/(hiEEF B IRIIRER,

HMAC (Hash Based MAC)
HMAC RETIFZARA KL h 1978 MAC,

- 8ik1: MAC,(m) = h(klm)o
- XRAR LM, BF Merkle-Damgard HEHNFE, REBATUEHEREEERMAR
(padding) HitEHH#HBER MAC,
- &ik2: MAC,(m) = h(m|k)o
- XA EEW, BHZIEARE.
- Bik3: MAC, ;/(m) = h(k|lm|k').
- XfE4L75% (enveloped method) BER %,
- BRfERHE (BEST): MAC,(m) = h(k & opad|h(k @ ipad|m)).



- opad B4MEBIEFE (outer padding) , —PMREI+7N#HIEE 0x5¢5¢5¢5 7
- ipad @AEREFE (inner padding) , —MRAVT-73#HFE E 0x3636363-+5
- X—JEMTE RFC 2104 FHIF4IRA,

CBC-MAC (Cipher-Based MAC)

Message

Initialization Vector (IV)

2: CBC-MAC

- CBC-MAC fEE—M#r A BN 4A5EE (Cipher Block Chaining - CBC) AY#AR,
- ERCEEDEIRIR,

- FER—MDEZE (block cipher) HITEEME, HELERH#ITRE (D).

- BEER—IMEESR L—NBtEE V), VEER LR,

- IR ER— MAC, #BA4 CBC-E#E— MAC, CBC-MAC TER1TISHEEFER,

RIRERYE 5 fIE R (Possible Exam Points & Sample Questions)

- EERESMNZER (B, =B, TRl SEUMES, FTEERIXS.
- JHEIAES (MAC) MIIFEBNEN.. BEHEMNAREEEE &,

- REM|MFBPRB=KER (REBIKRE. BZRGIKNE. REE) REBEXREZOFIR.
- HBREEH (OWF) HBI2FSIAHREIIX R,

- ERRESHENIENE X R G,

- Kerckhoffs FEENEHE X,

- THRTRENBZSE (NER1T. EE. ER) IR2NFEERME,

- MERNMENEARE S REEHREEVE W5 E.

- THRRFEBNEERE (BEEME. BEON/TEERR)

- MEAXRBRRIBNFTUNSHAZFIRENEMEE,

- BREERERREETE, SEEMNRENERS,

THER (REEERER):

1 HARRLWRFHRN? FNEEFIERLERHBREI N

SEER. REMBRYE—MREEKBARSAEER L, BREREREMFRAIRE.
TEUREE: RESERE RN BEERERAN) . BZREERE G- RANEE,
SELIRE S — N A ENBANZ LR L) . EHESE CELUXEIEER N AR N EE
EBYEIH) o



2. REMFRBEEMATMLESE? iRGREA,

- BEELR. TERTWINDRMATBEWE. §, BBFEE (FHEEnMsHEEMmIEARs)
MXHRBERIE/REHF (FHEXAHNRHEE, EHREXHEERELTER).

3. taZ=®|NME (Brute Force Attack)? i@ g N ik K ESRIEM T MG R KRR DK
#?

« BEELZR. BHRERESHMEAENRANAS KNI BN FHXaFRBBRGRTIE#E
TRNWEHN, MBAFRHE n b4, THBERRK 2" 1 R, EBLEMBERHKEn, K
TR EESRHREK 27), MMERETHE ERAT.

4. WBREHBIMIER (MAC) MBTEREEE(FH. MAC IR FRBBHARH?

+ BEEZR. MACE—MEABERANIGAREYE, ATREHESIMNENTESE. MAC BIER
EHFREERBFERERANGIELREE, AEELRIBRTLARENR. MAC 5L2RE
RPN EEXFITEF MAC RE—THREBRENEN, MDENFERARERETTERSR.
MAC 2t 7INIEDNRE, MXERIFR A AR RER AL

5. ARt 4R “AXREERLSDRFIHEHIFT? IREHIREA,

- BEER. RERMN— N EERARALER. fii0, ITHAFATERARXORS, EEREE
15, ERMRNALKEKE, HERSZIHSTERE MENE) MERSRERINTE
PRIRME, RLETAHREHRI TRAREES,
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